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Part 4-2: Technical security requirements for IACS
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[2] ETSI EN 303 645 Cyber Security for Consumer Internet of Things:
V2.1.1(2020-06) Baseline Requirements
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ETSI EN 303 6454

5.111

CR 1.5A - Authenticator management —
initialize authenticator content

CR 1.5B - Authenticator management —
change default authenticators

5.1-1 - Where passwords are used and in any
state other than the factory default, all
consumer loT device passwords shall be
unique per device or defined by the user.

5.11.2

CR1.10 - Authenticator feedback

5.1.1.3

CR1.8 - Public key infrastructure (PKI) |

certificates

5.11.4

CR1.9A - Strength of public key-based
authentication - check validity of
signature of a given certificate

CR1.9B - Strength of public key-based
authentication -validate certificate chain

CR1.9C - Strength of public key-based
authentication - check certificate's
revocation status

CR1.9D - Strength of public key-based
authentication - establish user control of
private key

CR1.9E - Strength of public key-based
authentication - map authenticated
identity to a user

CR1.9F - Strength of public key-based
authentication - use of cryptography

5.1.15

CR1.14A - Strength of symmetric key-
based authentication - establish the
mutual trust using the symmetric key

CR1.14B - Strength of symmetric key-
based authentication - secure storage for
shared secret

CR1.14C- Strength of symmetric key-
based authentication - restrict access to
shared secret

CR1.14D - Strength of symmetric key-
based authentication - ensure that the
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algorithms and keys used for the
symmetric key

5.1.1.6

CR 1.2 - Software process and device
identification and authentication

CR1.2RE(1) - Unique identification and |

authentication

5.1.1.7

CR1.7RE(1) - Password generation and
lifetime restrictions for human users

5.1.1.8

CR1.5RE(1) - Hardware security for
authenticators

CR1.9RE(1) - Hardware security for
public key-based authentication

CR1.14RE(1) - Hardware security for
symmetric key-based authentication

5119

CR 1.1 - Human user identification and
authentication

CR 1.2 - Software process and device
identification and authentication

5.5-4 - Access to device functionality via a
network interface in the initialized state
should only be possible after authentication
on that interface.

5.1.1.10

CR 1.1RE(1) - Human user
identification and authentication -
Unique identification and authentication

5.1-2 - Where pre-installed unique per device
passwords are used, these shall be generated
with a mechanism that reduces the risk of
automated attacks against a class or type of
device.

51111

CR1.2RE(1) - Software process and

device identification and authentication-
Unique identification and authentication

5.121

NDR2.4A - Mobile code - control
execution

NDR2.4B - Mobile code - control
upload by user

NDR2.4C - Mobile code - integrity
check

5.1.2.2

NDR2.4RE(1) - Mobile code
authenticity check

5.1.31

CR1.7RE(2)- - Password lifetime
restrictions for all users

5211

CR3.1- Communication integrity

5.2.1.2

CR1.5D - Authenticator management -
protect authenticators

5.4-1(partial) - Sensitive security parameters
in persistent storage shall be stored securely
by the device.
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5.2.13

5.4-4 - Any critical security parameters used
for integrity and authenticity checks of
software updates and for protection of
communication with associated services in
device software shall be unique per device
and shall be produced with a mechanism that
reduces the risk of automated attacks against
classes of devices.

5214

CR3.4 - Software and information
integrity

5.7-2 - If an unauthorized change is detected
to the software, the device should alert the
user and/or administrator to the issue and
should not connect to wider networks than
those necessary to perform the alerting
function.

5215

CR3.5 - Input validation

5.13-1 - The consumer IoT device software
shall validate data input via user interfaces or
transferred via Application Programming
Interfaces (APIs) or between networks in
services and devices.

5.2.1.6

CR3.6 - Deterministic output

5.2.1.7

CR3.7 - Error handling

52138

5.4-2 - Where a hard-coded unique per device
identity is used in a device for security
purposes, it shall be implemented in such a
way that it resists tampering by means such as
physical, electrical or software.

5.2.1.9

5.4-3 - Hard-coded critical security
parameters in device software source code
shall not be used.

5.2.1.10

5.6-8 - The device should include a hardware-
level access control mechanism for memory.

52111

CR3.1RE(1) - Communication
authentication

5.3-10(partial) - Where updates are delivered
over a network interface, the device shall
verify the authenticity and integrity of each
update via a trust relationship.

5.2.1.12

CR3.4RE(1) - Authenticity of software
and information

5.2.1.13

CR3.8A - Session integrity -
invalidate session identifiers

CR3.8B - Session integrity - generate
and recognize session identifiers
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CR3.8C - Session integrity - random
session identifiers
CR3.4RE(2) - Automated notification of
5.2.1.14|. A -
integrity violations
5.5-8 - The manufacturer shall follow secure
5221 |- management processes for critical security
parameters that relate to the device.
5.12-1(partial) - Installation and maintenance
of consumer 10T should involve minimal
) decisions by the user and should follow
5.0 2 o |CR7.6 - Network and security security best practice on usability.
configuration settings -
5.12-2(partial) - The manufacturer should
provide users with guidance on how to
securely set up their device.
i i 5.6-1 - All unused network and logical
5.2.2.3 |CR7.7 - Least functionality interfaces shall be disabled.
5.2-1 - The manufacturer shall make a
5224 |- vulnerability disclosure policy publicly
available.
5.2-2 - Disclosed vulnerabilities should be
5225 SO
acted on in a timely manner.
5.5-2 - The consumer 10T device should use
reviewed or evaluated implementations to
5226 |- . : TR
deliver network and security functionalities,
particularly in the field of cryptography.
59927 5.5-3 - Cryptographic algorithms and
e primitives should be updateable.
5.6-9 - The manufacturer should follow secure
5228 |- development processes for software deployed
on the device.
5229 -
5.3-16(partial) - The model designation of the
CR?7.8 - Control system component consumer 0T device shall be clearly
5.2.2.10|. : . : :
inventory recognizable, either by labelling on the device
or via a physical interface.
5.2-3 - Manufacturers should continually
5231 monitor for, identify and rectify security

vulnerabilities within products and services
they sell, produce, have produced and services
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they operate during the defined support
period.
5.10-1 - If telemetry data is collected from
consumer loT devices and services, such as
usage and measurement data, it should be
examined for security anomalies.

5232 -

5233 -

5234 |- -

5235 -

5236 |- -

52.3.7|- -

5238 -

5.1-3(partial) - Authentication mechanisms
used to authenticate users against a device
shall use best practice cryptography,
appropriate to the properties of the
technology, risk and usage.

5.3.1.1 |CRA4.3 - Use of cryptography 5.5-1(partial) - The consumer loT device shall

use best practice cryptography to
communicate securely.
5.3-7(partial) - The device shall use best
practice cryptography to facilitate secure
update mechanisms.
CR4.1A - Information confidentiality - 5.5-1- Th_e consumer IoT device shall use
at rest best practice cryptography to communicate
securely.

53.1.2 5.5-6 - Critical security parameters should be
CRA4.1B- Information confidentiality - in|encrypted in transit, with such encryption
transit appropriate to the properties of the

technology, risk and usage.

5.3.1.3 |CR4.2 - information persistence -

CRA4.2RE(1) - Information persistence -

5314 Erase of shared memory resources i

T |CR4.2RE(2) - Information persistence -
Erase verification
5.4.1.1 |CR7.2 - Resource management -
5412 CR7.4 - Control system recovery and

reconstitution
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5413

5.6-2 - In the initialized state, the network
interfaces of the device shall minimize the
unauthenticated disclosure of security-
relevant information.

54.1.4

5.6-5 - The manufacturer should only enable
software services that are used or required for
the intended use or operation of the device.

5.4.15

5.6-6 - Code should be minimized to the
functionality necessary for the service/device
to operate.

5.4.1.6

CR7.3 - Control system backup

5.4.1.7

CR7.3 RE(1) - Control system backup
- Backup integrity verification

5421

5.8-3 - All external sensing capabilities of the
device shall be documented in an accessible
way that is clear and transparent for the user.

5422

5.9-1 - Resilience should be built in to
consumer loT devices and services, taking
into account the possibility of outages of data
networks and power.

54.23

5.9-2 - Consumer IoT devices should remain
operating and locally functional in the case of
a loss of network access and should recover
cleanly in the case of restoration of a loss of
power.

5.4.2.4

5.9-3 - The consumer 10T device should
connect to networks in an expected,
operational and stable state and in an orderly
fashion, taking the capability of the
infrastructure into consideration.

5.5.11

NDR3.10 - Support for updates

5.3-1 - All software components in consumer
I0T devices should be securely updateable.

5.3-8 - Security updates shall be timely.

5512

NDR3.10RE(1) - Update authenticity
and integrity

5.3-9 - The device should verify the
authenticity and integrity of software updates.

5.3-10(partial) - Where updates are delivered
over a network interface, the device shall
verify the authenticity and integrity of each
update via a trust relationship.

30




[0T-1006-1 v2.0

52 $ R
& k¥
5 IEC 62443-4-21] ETSI EN 303 645
5.3-2 - When the device is not a constrained
55.1.3 |- device, it shall have an update mechanism for
the secure installation of updates.
5.3-11 - The manufacturer should inform the
user in a recognizable and apparent manner
55.1.4 |- that a security update is required together with
information on the risks mitigated by that
update.
5.3-12 - The device should notify the user
when the application of a software update will
55.15|- . .
disrupt the basic
functioning of the device.
5.3-13 - The manufacturer shall publish, in an
55.1.6 |- accessible way that is clear and transparent to
the user, the defined support period.
55.1.7 |- -
5611 CR2.8A - Auditable events - categories ]
77 |CR2.8B - Auditable events - data fields
5612 CR2.9A - Audit storage capacity -
allocation
CR2.9B - Audit storage capacity -
exceeded
56.1.3 - -
CR2.10A - Response to audit processing
failures - maintain essential functions
CR2.10A - Response to audit processing
ey failures - maintain essential functions
7" |CR2.10B - Response to audit processing
failures - actions taken
5.6.1.5 |CR2.11 - Timestamps -
5.6.1.6 |CR2.12 - Non-repudiation -
5.6.1.7 |CR6.1 - Audit log accessibility -
5.6.1.8 |- -
56.1.9 CR2.9A - Audit storage capacity -
allocation
5.6.1.10|CR2.11RE(1) - Time synchronization |-
5.6.1.11|CR3.9 - Protection of audit information |-
56.1.12 CR2.9A - Audit storage capacity -
allocation
56113 CR2.9RE(1) - Warn when audit record

storage capacity threshold reached
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5.6.1.14

CR2.11RE(2) - Protection of time
source integrity

5.6.1.15

CR2.12RE(1) - Non-repudiation for all

USErs

5.6.1.16

CR3.9RE(1) - Audit records on write-

once media

5.6.1.17

CR6.1RE(1) - Programmatic access to

audit logs
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