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AR A
A% |IEC 62443-4-211 ETSI EN 303 645/
£ £% 3 |CR1.2 - Software process and device
identification and authentication
5.5-5 - Device functionality that allows
security-relevant changes in
configuration via a network interface
shall only be accessible after
authentication. The exception is for
51.1.2 . .
network service protocols that are relied
upon by the device and where the
manufacturer cannot guarantee what
configuration will be required for the
device to operate.
5.1-4 - Where a user can authenticate
CR 1.5C - Authenticator management -  |against a device, the device shall provide
5.1.1.3 |change/refresh all authenticators to the user or an administrator a simple
periodically mechanism to change the authentication
value used.
5.1.1.4 |CR1.3 - Account managemen -
5115 |CR1.4- Identifier management -
5.1.1.6 |CR 1.12 - System use notification -
CR1.1RE(2) - Multifactor authentication
5.1.1.7 . -
for all interfaces
5.1.2.2 |CR2.1 - Authorization enforcement -
5.1.2.3 |CR2.5A - Session lock - initiation -
5.1.2.4 |CR2.5B - Session lock - removal -
5125 |- -
CR2.1RE(1) - Authorization enforcement 3.6-7 - Software should run with least
5126 " necessary privileges, taking account of
or all users ' . .
both security and functionality.
5.1.2.7 |CR2.6 - Remote session termination -
5128 NDR1.13RE(1) - Explicit access request |
77 lapproval
5.1.2.9 |CR2.1RE(3) - Supervisor override -
5.1.2.10 |CR2.1RE(4) - Dual approval -
5.1.2.11 |CR2.7 - Concurrent session control -
5132 CR1.7 - Strength of password-based i

authentication
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IEC 62443-4-2[1]

ETSI EN 303 6454

CR1.2 — Software process and device
identification and authentication

5.1.3.3

5.1.34

5.1.3.5

CR1.11A - Unsuccessful login attempts -
limit number

CR1.11B - Unsuccessful login attempts -
response

5.1-5 - When the device is not a
constrained device, it shall have a
mechanism available which makes
bruteforce attacks on authentication
mechanisms via network interfaces
impracticable.

5212

NDR3.2 - Protection from malicious
code

5222

CR7.6RE(1) - Machine-readable
reporting of current security settings

5.2.3.2

CR6.2 - Continuous monitoring

54.1.2

CR 7.1 - Denial of service protection

54.13

CR7.1 RE(1) - Manage communication
load from component

5.12-2(partial) - The manufacturer should
provide users with guidance on how to
securely set up their device.

5.12-3(partial) - The manufacturer should
provide users with guidance on how to
check whether their device is securely set

up.

5.7.1.1

5.8-1 - The confidentiality of personal
data transiting between a device and a
service, especially associated services,
should be protected, with best practice

cryptography.

5.7.1.2

5.8-2 - The confidentiality of sensitive
personal data communicated between the
device and associated services shall be
protected, with cryptography appropriate
to the properties of the technology and
usage.

5713

5.11-1(partial) - The user shall be
provided with functionality such that user
data can be erased from the device in a
simple manner.

5.7.14

5.11-3 - Users should be given clear
instructions on how to delete their
personal data.

5.7.15

6.1 - The manufacturer shall provide
consumers with clear and transparent
information about what personal data is

17




[0T-1006-2 v2.0

5
g 435

R

IEC 62443-4-2[1]

ETSI EN 303 6454

CR1.2 — Software process and device
identification and authentication

processed, how it is being used, by
whom, and for what purposes, for each
device and service. This also applies to
third parties that can be involved,
including advertisers.

5.7.1.6

6.2 - Where personal data is processed on
the basis of consumers' consent, this
consent shall be obtained in a valid way.

5.7.1.7

6.3 - Consumers who gave consent for
the processing of their personal data shall
have the capability to withdraw it at any
time.

5718

6.4 - If telemetry data is collected from
consumer loT devices and services, the
processing of personal data should be
kept to the minimum necessary for the
intended functionality.

5.7.1.9

6.5 - If telemetry data is collected from
consumer 0T devices and services,
consumers shall be provided with
information on what telemetry data is
collected, how it is being used, by whom,
and for what purposes.

5.7.1.10

5.11-2 - The consumer should be
provided with functionality on the device
such that personal data can be removed
from associated services in a simple
manner.

5.7.1.11

5.11-4 - Users should be provided with
clear confirmation that personal data has
been deleted from services,devices and
applications.
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(1) NIST Special Publication 800-63: Security and Privacy Controls for Information Systems
and Organizations, https://csrc.nist.gov/publications/detail/sp/800-53/rev-5/final
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