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[1] IEC 62443-4-2-2019 Security for industrial automation and control systems,

Part 4-2: Technical security requirements for IACS

components
[2] ETSI EN 303 645 Cyber Security for Consumer Internet of Things:
V2.1.1(2020-06) Baseline Requirements
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5 IEC 62443-4-21] ETSI EN 303 6452
5.5-5 - Device functionality that allows
security-relevant changes in configuration
via a network interface shall only be
accessible after authentication. The

51.1.2 exception is for network service protocols

that are relied upon by the device and where
the manufacturer cannot guarantee what
configuration will be required for the device
to operate.

5.1.1.3

CR 1.5C - Authenticator management -
change/refresh all authenticators
periodically

5.1-4 - Where a user can authenticate against
a device, the device shall provide to the user
or an administrator a simple mechanism to
change the authentication value used.

5122

CR2.5A - Session lock - initiation

5.1.2.3

CR2.5B - Session lock - removal

5.12.4

CR2.6 - Remote session termination

5.1.25

CR2.7 - Concurrent session control

5.2.2.2

CR7.6RE(1) - Machine-readable
reporting of current security settings

5.2.3.2

CR6.2 - Continuous monitoring

5.3.1.2

NDR3.12 - Provisioning product
supplier roots of trust

NDR3.13A - Provisioning asset owner
roots of trust

NDR3.13B - Provisioning asset owner
roots of trust

5.4-1(partial) - Sensitive security parameters
in persistent storage shall be stored securely
by the device.

54.1.2

CR 7.1 - Denial of service protection

5.4.1.3

CR7.1 RE(1) - Denial of service
protection - Manage communication
load from component

5.12-2(partial) - The manufacturer should
provide users with guidance on how to
securely set up their device.

5.12-3(partial) - The manufacturer should
provide users with guidance on how to
check whether their device is securely set

up.

5.7.1.1

NDR3.14 - Integrity of the boot process

5.7.1.2

5.7.13

12
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7 IEC 62443-4-2 ETSI EN 303 645

NDR 2.13 - Use of physical diagnostic |5.6-4 - Where a debug interface is physically

5.7.14 and test interfaces accessible, it shall be disabled in software.

NDR3.11 - Physical tamper resistance
5.7.1.5 . -
and detection

5.7-1 - The consumer 10T device should
verify its software using secure boot
mechanisms.

NDR3.14 RE(1) - Authenticity of the

5716 boot process

NDR2.13RE(1) - Use of physical
5.7.1.7 |diagnostic and test interfaces -Active
monitoring

NDR3.11RE(1) - Communication
57.18 " -
authentication
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(1) SP 800-140C Rev. 1:2022 CMVP Approved Security Functions: CMVP Validation Authority
Updates to ISO/IEC 24759, https://csrc.nist.gov/publications/detail/sp/800-140c/rev-1/final
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