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[1] IEC 62443-4-2-2019 Security for industrial automation and control systems,

Part 4-2: Technical security requirements for IACS

components
[2] ETSI EN 303 645 Cyber Security for Consumer Internet of Things:
V2.1.1(2020-06) Baseline Requirements
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& RIEF |IEC 62443-4-21 ETSI EN 303 645
5.5-5 - Device functionality that allows
security-relevant changes in configuration
via a network interface shall only be
accessible after authentication. The
5112 |- exception is for network service protocols
that are relied upon by the device and
where the manufacturer cannot guarantee
what configuration will be required for
the device to operate.
5113 |- -
5114 |- -
5115 CR1.1RE(2) - Multifactor authentication |
T |for all interfaces
CR7.6RE(1) - Machine-readable
5222 . ; i -
reporting of current security settings
5.2.3.2 |CR6.2 - Continuous monitoring -
NDR3.12 - Provisioning product supplier
roots of trust
NDR3.13A - provide the capability to
provis_ion and protect_the confidentiality, |g 4-1(partial) - Sensitive security
5.3.1.2 [integrity, and authenticity of asset OWner |, rameters in persistent storage shall be
keys and data to be used as “roots of trust |t -aq securely by the device.
NDR3.13B - support the capability to
provision without reliance on components
that may be outside of the device’s
security zone.
53.13 |- -
5.8-1 - The confidentiality of personal
data transiting between a device and a
5711 |- service, especially associated services,
should be protected, with best practice
cryptography.
5.8-2 - The confidentiality of sensitive
personal data communicated between the
5712 |- device and associated services shall be

protected, with cryptography appropriate
to the properties of the technology and
usage.
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|EC 62443-4-211

ETSI EN 303 645

5.7.1.3

5.11-1(partial) - The user shall be
provided with functionality such that user
data can be erased from the device in a
simple manner.

5.7.1.4

5.11-3 - Users should be given clear
instructions on how to delete their
personal data.

5.7.1.4

6.1 - The manufacturer shall provide
consumers with clear and transparent
information about what personal data is
processed, how it is being used, by whom,
and for what purposes, for each device
and service. This also applies to third
parties that can be involved, including
advertisers.

5.7.1.5

6.2 - Where personal data is processed on
the basis of consumers' consent, this
consent shall be obtained in a valid way.

5.7.1.6

6.3 - Consumers who gave consent for the
processing of their personal data shall
have the capability to withdraw it at any
time.

5.7.1.7

6.4 - If telemetry data is collected from
consumer loT devices and services, the
processing of personal data should be
kept to the minimum necessary for the
intended functionality.

5.7.1.8

6.5 - If telemetry data is collected from
consumer loT devices and services,
consumers shall be provided with
information on what telemetry data is
collected, how it is being used, by whom,
and for what purposes.

5.7.1.10

5.11-2 - The consumer should be
provided with functionality on the device
such that personal data can be removed
from associated services in a simple
manner.

5.7.1.11

5.11-4 - Users should be provided with
clear confirmation that personal data has
been deleted from services,devices and
applications.

5.7.1.12

5.7.1.13

5.7.1.14

17




[0T-1006-6 v2.0

a3 AR R
& RIEF |IEC 62443-4-21 ETSI EN 303 645
5.7.1.15 |- -
5.7.1.16 |- -
57.1.17 |- -
5.7.1.18 |- -
57.1.19 |- -
5.8.1.1 |NDR3.14 - Integrity of the boot process |-
58.1.2 |- -
i i . 5.6-4 - Where a debug interface is

5813 |NDR2.13-Useofphysical diagnostic |11 accessible, it shall be disabled

and test interfaces )

in software.

NDR3.11 - Physical tamper resistance
5.8.1.4 . -

and detection

- 5.7-1 - The consumer 10T device should
5.8.1.5 EIDR3.14 RE(1) - Authenticity of the verify its software using secure boot
oot process .
mechanisms.

NDR2.13RE(1) - Use of physical
5.8.1.6 |diagnostic and test interfaces -Active -

monitoring
5817 NDR3.11RE(1) - Communication i

authentication

18
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(1) National Institute of Standards and Technology, NIST SP 800-140C, CMVP Approved
Security Functions, https://csrc.nist.gov/projects/cryptographicmodule-validation-program

(2) ISO/IEC 30107-3:2017 Information Technology-Biometric Presentation Attack Detection-Part
3: Testing and reporting, https://www.iso.org/standard/67381.html

(3) ISO/IEC 19989-3:2020 Information Security-Criteria and methodology for security
evaluation of biometric systems -Part 3: Presentation attack detection,
https://www.iso.org/standard/73721.html

(4) FIDO Alliance, FIDO Biometrics Requirements (2021, December 6),
https://fidoalliance.org/specs/biometric/requirements/

(5) CAPEC, CAPEC VIEW: Mechanisms of Attack,
https://capec.mitre.org/data/definitions/1000.html
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