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B IR

// Check the authorization status of our application for Address Book

- (void) checkAddressBookAccess

{

switch (ABAddressBookGetAuthorizationStatus () )

{

// Update our UI if the user has granted access to their Contacts
case kABAuthorizationStatusAuthorized:

[self accessGrantedForAddressBook];

break;

// Prompt the user for access to Contacts if there is no definitive answer
case kABAuthorizationStatusNotDetermined :

[self requestAddressBookAccess];

break;

// Display a message if the user has denied or restricted access to Contacts
case kABAuthorizationStatusDenied:

case kABAuthorizationStatusRestricted:

{

UIAlertView *alert = [[UIAlertView alloc] initWithTitle:@"Privacy Warning"
message:@"Permission was not granted for Contacts."”
delegate:nil
cancelButtonTitle:@"OK"
otherButtonTitles:nil];

[alert show];

T

break;

default:
break;
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X ARNBPE
ioS :
&4 : extern unsigned char * CC_SHA256 ( const void *data, CC_LONG len, unsigned char
*md) ; ¢ e%d@icdata kiR ot %ﬁﬂrlﬁm?fiﬁﬁ]/\ rivk s BV Ao r £ R~ FlEn Salt 2§ % en
35 o B4e 1 d bytearray m % &0 hash - é;ﬁ;iﬁr i e XOR -

unsigned char obfuscatedSecretKey[] = { ©x33, OxAD, OxBE, OxEF, OxDE, ©xAD, OxBE, OxEF, ©xDE, OxAD,
OXBE, OXEF, OxDE, OXAD, OXBE, OXEF };

int hash = [Server ComputeHash:obfuscatedSecretKey];

//One-at-a-Time Hash

+ (int) ComputeHash: (unsigned char*) data;

{

const int p = 16777619;

int hash =
int len

{
hash

hash
hash
hash
hash
hash

+=

N—

+=

N=

+=

(int) 2166136261;

(int) strlen ( (char*) data) ;
for (int i = @; i < len; i++)

(hash ~ data[i]) * p;

hash
hash
hash
hash
hash

return hash;

}

<< 13;
>> 7;
<< 3;
>> 17;
<< 5;

// XOR the class name against the obfuscated key, to form the real key.

unsigned char actualSecretKey[sizeof (obfuscatedSecretKey) ];

for (int i=0; i<sizeof (obfuscatedSecretKey) ; i++) {

actualSecretKey[i] = obfuscatedSecretKey[i] ~ obfuscatedSecretKey[i];

IOSERETE #5-
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EI R 3 i 2P ¥ LRI
i0S :
Application Setting Read Example
- HEC T B rplist  EA o FARBGEL BT
//P~18 plist £ & B2
NSString *filePath = [[NSBundle mainBundle] pathForResource:@"secrets" ofType:@"plist"];
NSFileManager *fileManager = [NSFileManager defaultManager];
[self AppendLog:[NSString stringWithFormat:@"filePath=%@", filePath]];
[/ % plist A% 5 o @ B
if ([fileManager fileExistsAtPath: filePath]) {
NSMutableDictionary *data = [[NSMutableDictionary alloc] initWithContentsOfFile:filePath];
NSString *hash_password = [data objectForKey:@"hash_password"]; //jié data ¥ B~ig
NSString *setting lifes = [data objectForKey:@"setting lifes"]; //ii_data ¥ B~i&
} else{
[self AppendLog:@"file not exists"];
}
EES AT
iOS :
- protect application parameter : example code
. M T RYE ALTME o BB T
//Stored as String in program, still not so safe to cracker
NSString *APIKey = @"abcdef123456";
// Stored as binary array to prevent strings attack
// Stored using SHA (class name) XOR secret
unsigned char obfuscatedSecretKey[] = { ©x3e, ©xcc, ©x9d, ©Oxca, Ox2f, Ox8a, Oxf2, Oxcl, Ox57,
Ox01, ©Oxc2, Ox2e, ©Ox44, Oxea, Ox0d, Oxf5, Ox60, Ox09, Ox99, Oxe7, Oxbl, ©x13, ©%X2a, OX6f, OX2C,

Oxa2, oxfe, Ox12, Oxbb, ©x58, ©x90, ©x85 };
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Validating the token

Tokens received on the fragment MUST be explicitly validated. Failure to verify tokens acquired this
way makes your application more vulnerable to the confused deputy problem.

You can validate a token by making a web service request to an endpoint on the Google Authorization
Server and performing a string match on the results of that web service request.

TokenInfo validation

Verifying a token using the Google Authorization Server endpoint is relatively simple. Your application
includes the access token in the access_token parameter for the following endpoint:

Endpoint Description

https://www.googleapis. Accepts an access token and returns information about that access token

com/oauth2/v3/tokeninfo including which application was it issued to, the intended target of the token,
the scopes the user consented to, the remaining lifetime of the token, and the
user ID.

audience The application that is the intended target of the token.
scope The space-delimited set of scopes that the user consented to.
userid This field is only present if the profile scope was present in the request. The value of this field

is an immutable identifier for the logged-in user, and may be used when creating and managing
user sessions in your application. This identifier is the same regardless of the client ID. This
provides the ability to correlate profile information across multiple applications in the same
organization.

expires_in The number of seconds left in the lifetime of the token.

IOSERETE#5-19



X rAENA P
i0S : (%% CPF-13 % 2§ : ¢ * OAuth2)
3 = 3 EHLEZEE - A # OAUth2 g2 2y - 10 P~ 3 = = s77Token - @ 725328 1D

- 7 #’g,? 7>
- OAuth2 2 wﬁapy
122/ 7 5 2 FRT*
let googleConfig = GoogleConfig (
"YOUR_GOOGLE_CLIENT_ID", // [1] Define a Google configuration
// [2] Specify scope
// [3] Add it to AccountManager

clientId:
scopes:["https://www.googleapis.com/auth/drive"])

AccountManager.addGoogleAccount (googleConfig)
// [4] Inject the AuthzModule
// into the HTTP Llayer object

let gdModule =

self.http.authzModule = gdModule

self.snapshot () , // [5] Define multi-part

let multipartData MultiPartData (data:

name: "image",
filename: "incognito_photo”,
mimeType: "image/jpg")
= ["file": multipartData]
// [6] Upload image

let multipartArray
self.http.POST ("https://www.googleapis.com/upload/drive/v2/files",

multipartArray,

parameters:
error) in

completionHandler: { (response,
if (error != nil) {
self.presentAlert ("Error", message: error!.localizedDescription)
"Successfully uploaded! 2.7Z7 App & * i %
<key>CFBundleURLTypes</key>

} else {
self.presentAlert ("Success", message:
}
i D) <array>
<dict>
<key>CFBundleURLSchemes</key>
<array>
<string>com.raywenderlich.Incognito</string>
</array>
</dict>
</array>

3.42/¢ App & 7 it

func application (application: UIApplication,
openURL url: NSURL,
sourceApplication: String?,
annotation: AnyObject?) -> Bool {

let notification = NSNotification (name: AGAppLaunchedWithURLNotification,
object:nil,
userInfo:[UIApplicationLaunchOptionsURLKey:url])

NSNotificationCenter.defaultCenter () .postNotification (notification)

return true
IOSERaTE#5-20
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» WHONMEERFBREHE—IEEHE  EREBERERAAENEERERANRER  FAEBEEFERILLE
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= OSER 'EEUth LB RIS B IRE ﬁ‘tE%Ei‘T‘TﬂKEUIEEEE’\J%%%E%vE%&%Hﬁvﬁﬂ%ﬁ@ﬁ
B MENE—R - RO ER - BERLEREE—4 - R EFESZER®R

=  AndroidE% 'ﬁ&ﬂfTLXHYHSIMcardEI’JﬂE T 151737FLE#£$5%1§%57%ME§§M I%QD% &
T“E/ﬁﬁSIMcard IBWIFi - I\ LBV E—S - 39MNSIM cardi9E—REZIMSI - o] BEE 415

BATEEE -
FssEmBER FEEEIFRER
A2 EEAF | N/A ZEIENAHHG | SERAER
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X 2R/
iOS :
- Device.UUID # /4%

[NSString stringWithFormat:@"UUID=%@", [[[UIDevice currentDevice] identifierForVendor] UUIDString]];

Apple Push Notification Service Device Token

"Prior to iOS 7, the device token was the same across all app
installations on a given device. Different apps on your phone, whether
Tap Tap Revenge or USA Today, would utilize the same address, i.e.,
device token, to route the push notification to you. The security
credentials that you pair with a message would ensure it made it to the
right app. On iOS 7, Apple has gone one step further and made sure
that device tokens are now different in every single app install. This
helps further protect users’ privacy by removing another phone-level
identifier."
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CPM-03 1TENEFAppZER AR BE BN - BEFERBAR KU (Session time-out)#l -

» HARTEHEERERREERIAME  THHNEBEEOUSEMNA—EEAREIVREIRNERER - MITR55K
MRRBEPIBEENIRS - LEHERTHRZENERRER - 2FTHERApp - EEARBTETRRS
rTE - DIIRLEt -

HREmBy R B

e masl | N/A Rl | SERrEE
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X 2AENBE
iOS :
- i0S: local-session-timeout code # /%
1. k@R E
[myApp setlLoginDate:[NSDate date]];
- (void) setLoginDate: (NSDate *) indate
{

loginDate = indate;

2B EFE X DN
[NSString stringWithFormat:@"isValidDate=%d", [myApp isLoginDateValid],

- (BOOL) isLoginDateVvalid

{
if (!loginDate)
return FALSE;
//valid for 60 seconds
NSDate *max_date = [loginDate dateByAddingTimeInterval:60];
return
( ([loginDate compare:[NSDate date]] == NSOrderedAscending) &&
([max_date compare:[NSDate date]] == NSOrderedDescending) ) ;
}
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CPM-05 1TE1FEFE TV B 1E /RFE #E (Certificate Pinning) A TV BR 8 W i (RER 2 AR S R ITEIERRE
R ASFIERE

» EERKREEREBERILBE—ECVE(Common Vulnerabilities and Exposures)&@ifa - T8 4w 5k 4
CVE-2014-6693 - CVEmAHSaL - RATTEIERAHApp:R BB:Ex.50989CA(Certificate Authority)
B BEODELSHIHARE  DUBIEREHRUSE -

= FHEABEFERREHE Certificate Pinning) AR - EREEHWEERTERTREFRLEN
FApp#E - IEERFEDomainm REEE R ERRE - FRZE#EITSSL HandshakeWEE 2 - FBEEAR=R
HREEITELE -

FEE 4 an B HA R EIEREER

AL 22 F | N/A ZEIENFHS | SERRES
TEIERAppEXR [4.142 TEIERAppE | 4.14.2.2(2)
EZ RS REZ A E%E
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1 AIE ( Man-in-the-middle attack, MITM )
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1. b ER A\ &8 » DU https ssl ceriticate sRE8HFEEY%

(mac terminal console)

ex +'/BEGIN CERTIFICATE/,/END CERTIFICATE/p' <(echo | openssl
s_client -showcerts -connect www.owasp.org:443) -scq > owasp.crt

2. 7812k der

openssl x509 -outform der
-in owasp.crt -out owasp?2.der

MIIFKzCCBBOgAwWIBAQIJAIKFW1bWBa@uMARGCSqGSIb3DQEBCWUAMIGRMQswCQYD
VQQGEwJVUzEQMA4GA1UECBMHQXIpemSuYTETMBEGALUEBXMKU2NVvdHRzZGFsZTEa
MBQGA1UEChMRR2SEYWRkeS5jb2@sIEluYy4xLTArBgNVBASTIGh@dHABLYS]ZX10
cy5nb2RhZGRSLmNvbS9yZXBvc210b3]15LzEZzMDEGATUEAXxMqR28gRGFKZHkgU2V ]
dXJ1IENLlcnRpZmljYXRLIEF1dGhvem1@eSAtIEcyMB4XDTE2MDQx0DIwMzEZOF0X
DTE3MDQxODIwMzEzOFow0zEhMBBGALIUECXMYRGOtYWLUIENVvbnRyb2woVmFsawWRh
dGVKMRYwWFAYDVQQDEw13d3cub3dhc3Aub3InMIIBIjANBgkghkiGOw@BAQEFAAOC
AQBAMIIBCgKCAQEAoDKkpEOgbBupb6GsLVFCcT3UXdLQQkBOA4FRocvxKImge/J+AC
E6ePXOWYDk+parc376Kp+POkGykP5FVUBHjUBNn2uigUYuK4TotUWemA3sY/jLWEq
nlIY+zsSkQ5T9ZL6LxubFmDGCWFWzwrhWYAnBGAdBgh8Xt+12IffM3TOXHEW4F]+2
ZbcLS5dkyibqvIMtpcUXoTrivhvXJIngb8n4ZBWMIN9RYcqHe7Ch5505x0Q8F fNFW
K25W1HOAGYd3r3Gc6ABOLNh3TPbC7gXE/IWSCObo/tox IwkELY+VBHBB41f7wZHP
kS5Wi2P1qjsUp/uC5tXCVpzaKYab+elsTkYem3wIDAQABo4IBtjCCAbIWDAYDVROT
AQH/BAIwWADAGBgNVHSUEFjAUBggrBgEFBQcDAQYIKwYBBQUHAWIWDQYDVROPAQH/
BAQDAQWgMDcGA1UdHWQWMC4wLKAqoCiGImh@dHABLY9j cmwuZ29kYWRkeS5jb20v
Z2RpZzJzMSOYMjYuY3IsMFOGALUGIARWMFQwSAYLYIZIAYbSbQEHFWEWOTA3Bggr
BgEFBQcCARYraHR@cDovL2N1lcnRpZm1jYXR1lcy5nb2RhZGR5LmMNvbSOyZXBvc210
b3J5LzAIBgZngQwBAgEwdaYIKwYBBQUHAQEEajBoMCQGCCsGAQUFBzABhhhodHRw
0i8vb2NzcC5nb2RhZGR5LmMNVbS8wQAYIKwYBBQUHMAKGNGhOdHABLYSjZX10aWZp
Y2FBZXMuZ29kYWRkeS5jb2@vemVwb3NpdGOyeSSnZG1lnMi5j cnQwHwWYDVROjBBaw
FOAUQMKSJ47MNIMwojPX+2yzB8LQsgM4wIwYDVRORBBwwGOINd3d3LmO3YXNwLmSy
Z411b3dhc3Aub3InMBOGA1UGDgQWBBTSURGeSrU4zHzyXQk3dCMcbSUsAjANBgkq
hkiGOwBBAQsFAAOCAQEAilkB1fd rWATObuwmRiWI+eXImdVM4VKal/mPPkhIjG/D
yzRqBZIyFjMe]j/q3UZulLwGVqRI/2hSgd10ccUaN1Q2Gf8xgIGQIrE7x2Gt6RNNL
TimBHS3EOFBJ1/33RxAV2ymYhKsTZ/tBYNSO7tTZKIerLe2z5a+Q44+K2baCON6+r
bDRTOXHLFr@DPnG/B7yq2YRB3TeUx4UBAK3YnEDoKCIyRX2ePKCjUbcYcI4zs71K
kXRgDoMjY20uf7/FoL1AsbtLFjoHEEdpQRziQWQPONGE6BXGW] 7IWIYKITYE] cKby
m3/tHB8SCLCUfohCy3]1q0BxBWkOPBEZ2VEFjiasS30A==

I o HAH L =0/ e



1.ZEEE © JtfNSURLConnectionDelegates t{4-NSURLSession

2 FZHIHRM » RIE AR A BAE A LR

- (void)connection:(NSURLConnection *)connection

didReceiveAuthenticationChallenge:(NSURLAuthenticationChallenge *)challenge {
o] - [E[fE

return [[challenge sender] useCredential: [NSURLCredential credentialForTrust:

serverTrust] forAuthenticationChallenge: challenge];

fE4E: [B]{#

return [[challenge sender] cancelAuthenticationChallenge: challenge];

IOSERETE#5-29



- (void)connection: (NSURLConnection *)connection didReceiveAuthenticationChallenge: (NSURLAuthenticationChallenge
*)challenge {

//Enable Pinning

if ([[[challenge protectionSpace] authenticationMethod] isEqualToString:
NSURLAuthenticationMethodServerTrust]){

do

{
SecTrustRef serverTrust = [[challenge protectionSpace] serverTrust];
if(nil == serverTrust)
{

[self AppendLog:@"serverTrust is nil"];
break; /* failed */

}
OSStatus status = SecTrustEvaluate(serverTrust, NULL);
if(!(errSecSuccess == status))
{
[self AppendLog:@"SecTrustEvaluate status is errSecSuccess"];
break; /* failed */
}
SecCertificateRef serverCertificate = SecTrustGetCertificateAtIndex(serve
if(nil == serverCertificate)
{
[self AppendLog:@"serverCertificate is nil"];
break; /* failed */
}
CFDataRef serverCertificateData = SecCertificateCopyData(serverCertificate);
if(nil == serverCertificateData)
{
[self AppendLog:@"serverCertificateData is nil"];
break; /* failed */
}

const UInt8* const data = CFDataGetBytePtr(serverCertificateData);
const CFIndex size = CFDataGetlLength(serverCertificateData);
NSData* certl = [NSData dataWithBytes:data length:(NSUInteger)size];
if(nil == certl)
{
[self AppendLog:@"server cert is nil"];
break; /* failed */ OSE 3T EH-30



NSString *file = [[NSBundle mainBundle] pathForResource:@"domain" ofType:@"der"];
NSData* cert2 = [NSData dataWithContentsOfFile:file];
if(nil == certl || nil == cert2)

{
[self AppendLog:@"local pinning cert is nil"];
break; /* failed */
}
const BOOL equal = [certl isEqualToData:cert2];
if(lequal){
[self AppendLog:@"certs not equal"];
break; /* failed */
}
[self AppendLog:@"certs are GOOD"];
// The only good exit point

return [[challenge sender] useCredential: [NSURLCredential credentialForTrust:

forAuthenticationChallenge: challenge];

} while(0@);
}
// Bad dog
return [[challenge sender] cancelAuthenticationChallenge: challenge];

}

1.F % NSData
2.4~ der

serverTrust]

IOSERETE#5-31




fheEem B R TASER 2 Bl Z 2R (N)-CPN-07

CPN-07 178/ FEF App FE & % & FRN B 21 B 2 7T AH I3 ARR LE B AR BN 5

. |FrameZFﬁHTuHﬁWeb/WAPiHHEE’JEHHM\AppI ETEROS - EERABERAAS R
(Wrapper)zﬂﬁﬁﬁﬂﬁ@ﬁ EENIHINEE -

= BEHEENREFANAILRT  FRBNENSREREESRRNBETFRLNEREE - 5
FWiFrameNEFZENEFREAEMBREEEN HEEEREREZEMNEBRENERILTE
L5 (Cross-Site Scripting - & &8 RXSS)E4% - HYHX%%QEE HAYIEGHIHE - SRR BEEEEZBRA
IV - ERBE—RERAZENNESBEARMNTRIANER - IUEEREAMIE FRBERINIT
s H At INRE VIR S 2R AR 3% -

Rk R EER
A& = RR e | N/A ZEEABHD | SERARE
FEEMAPPEA | 4151 FERMAPPE | N/A
&2 AEZHAEE

IOSERETE#5-32



TEIEREN T2 14 (0)-CPO-03

CPO-03 172N EAHAppE BB ER AL LEE ZIBIMNEME - WEHPIRFIFREER - REH - —
EUFBESER - EREATERZO IR A TESHEIEN -

» WEEUEAFTARRYOIREITIER  PoRFARAENEINE  UHRAEEINELE - IWEEIRE
H BRI - 5— 7 H - SFERApp R KRR - T2 (S Serverlniy AR TS 7= @S0k A7 -

» A BLEIEEE - BEESIARERER  DUREEZENBASEServerE L E -

» (REEMRNEZASOA .

B1E - DIRE(E

i%ﬂu*iftﬁﬁ%?g 1§%$iﬁﬁl%1%\ BE%UB]%%%%% ;EE{%*?\_EE

R EN=

Ik

FEE 4 an B HA FEEEIFMEER

AL 22 F | N/A ZxiENGHS | SEZE@AER
TEIERAppEXR |4.152 TENERAppE | N/A

EZ RS REZHAEE

IOSERETE#5-33



L 2AENBEP ]
ioS :
O PR B F AST jail-broken #23% R 4085

+ (BOOL) isJailbroken{
#if ! ( TARGET_IPHONE_SIMULATOR)
if ([[NSFileManager defaultManager] fileExistsAtPath:@"/Applications/Cydia.app”]) {
return YES;
}Yelse if ([[NSFileManager defaultManager]

fileExistsAtPath:@"/Library/MobileSubstrate/MobileSubstrate.dylib"]) {
return YES;

}Yelse if ([[NSFileManager defaultManager] fileExistsAtPath:@"/bin/bash”]) {
return YES;

}else if ([[NSFileManager defaultManager] fileExistsAtPath:@"/usr/sbin/sshd"]) {
return YES;

}else if ([[NSFileManager defaultManager] fileExistsAtPath:@"/etc/apt”]) {
return YES;

¥

if ( [[UIApplication sharedApplication]

URLWithString:@"cydia://package/com.example.package”]1]) {

//Device is jailbroken

canOpenURL : [NSURL

o i0S: # #/7.% DEBUG # ;' & 4545 (for release version )
/13 % DEBUG fi-3\ 3 (7
#import <dlfcn.h>
#import <sys/types.h>
typedef int (*ptrace_ptr_t) (int _request, pid_t _pid, caddr_t _addr, int _data) ;
#if !defined (PT_DENY_ATTACH)
#define PT_DENY_ATTACH 31
#endif
void disable_gdb () {
void* handle = dlopen (@, RTLD_GLOBAL | RTLD_NOW) ;
ptrace_ptr_t ptrace_ptr = dlsym (handle, "ptrace") ;
ptrace_ptr (PT_DENY_ATTACH, ©, ©, 0) ;
dlclose (handle) ;
}
int main (int argc, char * argv[]) <
#if ! (DEBUG) // Don't interfere with Xcode debugging sessions.
disable_gdb () ;
#endif
@autoreleasepool {

return UIApplicationMain (argc, argv, nil, NSStringFromClass ( [AppDelegate class]) ) ;

) IOSERETE#5-34



L

58 =& 8 A Bzqg (Q)-CPQ-01

CPQ-01 TR AppBEFEREEAZMAFFERNER MREZILEY - HeBEWASRERE
NERIE - BFEEA - BEEAWERE -

= BIEERERAENEENERNTAUEERENNERE  SuEENaERARARINTIL(EEESE
mH)WE - ZFE&E(Buffer Overflow) &S EIEIE(SQL Injection)% - EIOSH - EoUIRA
S E B EEUlTextFieldDelegatef9 75 T AETT &L -

= EFREENWebERERNBMALEEGHG  ERUEEFENFIEBABRLEFRRESEATE - M
AWBEUNRFEEERE - REVWVEZBBENTEEAZEXNERERERA  EEERHNEER
WA WASREZENMBENEREmAREI -

FEE 4 an B HA R EIEREER

AL 22 F | N/A ZEIENFHS | SERRES
TEIERAppEXR |4.154 TEIERAppE | 4.154.1(1)
EZ RS FEZWAEE 415412

IOSERETE#5-35



£ A& A RS (Q)-CPQ-02

L

CPQ-02 ITEIERAppHEZEEFHAERBA - ARFREAREMEERAZER - B IEEBuffer
overflow/underflowi& i 22 M70E -

St

7T

» EARERNRFTRFEEREEHERZUINAEA - £C - Objective-CEIC++ERIFTHHES (Stack)%ﬂi&
%(heap) ZE AN EZERR - sRIRS ERIFE 2 #EBbuffer overflow protection(Z& &&=
fUfrE/LBEUEEMEMD) BZ Eﬁz‘tn S #lZimEd A PG LEbuffer overflowzunderflow - 18
=C ~ Objective-CHJ - FC++RIFLLINAE

= BERODIBELTNHRR  BIENEBASEEMERTR

v ERECRE®ER - L 0" BERAENEFE v ERAENTEEFTHERGBNERGE(data

EZREEMNASTEER" 0" - RETOUSRER - structure) - FEUEREE T AR F LR S AR -

v RKEmELEEMKRKEE - v #RiEIECFEB(CFStringRef#)#F ~ NSString#14 -

v BWIYECE (allocation) 3 #a1E(initialization) YR CFDataRef## - IHEF RSB EE)EMRNCFE - BEEH
Z(Bl@AuthorizationCopyRights) L B - AZE(&E BEEATANBRIANET - NRENZTEIR - BENGE
REZRE  EREEUERENER - ERENCFENRE @ eBRaHPBEREFIT

v RAIDIEA Mread s REMIBMA0 R4 (Null) -

(System call) - DIFERER LFBHRERE - M v ERRSEERFNFEESFE  NRENBLESHR -
A 2EA—EfFERIEE (constant) - WRHITZ BNaEERENCFENRE  I2BEaHPERESE
MIFIEWEEEASTRANERHE  WERD F7o(Null) -
BMATRR(fall) v REEERELISYNIEHESRE S EER S ET
v R EHE(nteger)MoverflowAunderflow -
R BRI -
AZZEIEHG | SZEEAER ZXI2IVEEHA | SERAER
TEIEAAppER |4.154 TTEIERAppE | N/A
B REZmAEE

IOSERETE#5-36
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%

F2RABPO

iOS :
. strcat,strcpy,strncat,strncpy,sprintf,vsprintf,gets
U F g R A frf TERFIZ DI Y AT L o
int len = (int) self.myInput.text.length;

char buf[len+1];

//strncpy

strncpy (buf, [self.myInput.text UTF8String] , len) ;

2ARENBF
TeRRODective-C

stricat,strlcpy,stricat,strlcpy,snprintf,asprintf,vsnprintf,vasprintf,fgets

GG EFTHGL G TERE 2NN SRR
int len = (int) self.myInput.text.length;

char buf[len+1];

//strlpy
strlcpy (buf, [self.myInput.text UTF8String] , len) ;

10S

=
AX B

TE#5-37



FAHE#HAREQ)-CPQ-03
CPQ-03 1781 EHAppiRHEAEWMABEREE J USEE(Query parameterization) -
- EALZTRE - WRNRAETY

HRSQLAS - ERUSERAFSRES - BERRKRFTABRERHE
REZBUSEWMATT - N FERIVESHAIPIR - NUEZBEEERNENESHSEILERS - L
BB ENZR R EWebF 2B ABNOIEHREWebBHER PEUER ESHNRKIEEZSQLE

ATE -

EEETD BRERE
e Bl | N/A FEEREah | CERiis
e RBAPPEA | 4.154 FEERAPPE | N/A
LTI AETIR R
IOSERETE%-38




& F & 8 A BRg (Q)-CPQ-05
CPQ-05 TTEIERApp BEF BB EAZWMA KA HEAERFZEHSQL injectionZF & -

» ARSQLSS - EWNUSEIRAFEAS  BIERF I IIERENE  EBALZE RO - WEANAITH

BHZWEUSEwMALT -
= RCPQ-03tzRARMERBARR AT : EHQuery parameterization -

EEETTEL: AT
recRaBhl | SERAas ARl | ZERhaE
TEEMAPPEA | 4154 FEREEAPPE | 41542(1)
EERE AT

IOSERETE#5-39



= &AM (Q)-CPQ-08
CPQ-08 TTEIERAppBEFEREAZWMAKERSEHEAERNFHEHXMLInjectionZF &5 -

SH

= XMUEAWEZEZEZEAMESOAPIRFiaAZSEFS - HREHXMLUGEEIAZTEXMURE - BF —
(B INBXMUE AR EFEHREIRIFVATT - RBSEATHERE - MOTESELZZMEE -
= HRXMLRVER - £ FEXMLERRE - 11785 R UREKZE(SQL Injection) RV EIE 75 UMM 4= A

ARE - SERXMLNOTEINEEE R E TR - BIZIXML External Entity (XXE) -

EEETTEL: AT
recRaBhl | SERAas ARl | ZERhaE
TEEMAPPEA | 4154 FEREEAPPE | 41542(1)
EERE AT

IOSERETE#5-40



CPE-04 GPSEAIEIESEER

-(void) saveImage:(UIImage *)imageToSave withInfo:(NSDictionary *)info
{
// Get the image metadata (EXIF & TIFF)
NSMutableDictionary * imageMetadata = [[info
objectForKey:UIImagePickerControllerMediaMetadata] mutableCopy];
if (!imageMetadata) {
imageMetadata = [[NSMutableDictionary alloc] init]; }
// add (fake) GPS data
CLLocationCoordinate2D coordSF = CLLocationCoordinate2DMake(37.732711, -
122.45224);
// arbitrary altitude and accuracy
double altitudeSF = 15.0; double accuracyHorizontal = 1.0; double
accuracyVertical = 1.0;
NSDate * nowDate = [NSDate date];
// create CLLocation for image
CLLocation * loc = [[CLLocation alloc] initWithCoordinate:coordSF
altitude:altitudeSF horizontalAccuracy:accuracyHorizontal
verticalAccuracy:accuracyVertical timestamp:nowDate]
if ( loc ) {
[imageMetadata setObject:[self gpsDictionaryForLocation:loc]
forKey: (NSString*)kCGImagePropertyGPSDictionary]; }

-(void)imagePickerController: (UIImagePickerController
*)YpickerdidFinishPickingMediaWithInfo: (NSDictionary *)info{
NSString *mediaType = [info objectForKey:UIImagePickerControllerMediaType];
[self dismissModalViewControllerAnimated:YES];
if ([mediaType isEqualToString:(NSString *)kUTTypeImage]) {
UIImage *image = [info objectForKey:UIImagePickerControllerOriginalImage];
//got image, put image to imageView
imageView.image = image;
if (newMedia) UIImageWriteToSavedPhotosAlbum(image,
self,@selector(image:finishedSavingWithError:contextInfo:), nil);

}

iOSERETET%-41



CPE-05 8RN ERIHY B2 38 EA A 7R

&N ERVE R (PR B 97) > B T
e &R ARHES L ZRICHE S —EHE
KB - ] RREE R AR

Lo — I H T 2R 7 (B4 F= ek
575557 2 4561)

NSString *str = self.edit input.text;
self.label Account.text =

[str stringByReplacingCharactersInRange:NSMakeRange(3, 3)
withString:@"***"];

IOSERETE#5-42



CPF-09E# & F G

Fi&lm : BFRE#Rcache

[ [NSURLCache sharedURLCache] removeAllCachedResponses];
[ [NSURLCache sharedURLCache] setDiskCapacity:0];
[ [NSURLCache sharedURLCache] setMemoryCapacity:0];

A ER(HEEAS/html) :

<meta http-equiv="Cache-Control" content="no-cache, no-
store, must-revalidate" />

<meta http-equiv="Pragma" content="no-cache" />

<meta http-equiv="Expires" content="0" />

IOSERETE#5-43



CPF-10 NSLog& k1873

nRReleasehi AR5 - ZENSLogK T, - LUER| A BIRENEN

//NSLog rewrite when publishing
//disable NSLog when Release (ie. When not DEBUG)

#ifndef DEBUG

#define NSLog(...)
#endif

iOSERETE75-44



CPF-14 KeyboardE L8

- BEZBERANFEAENBERIEEE - YeBERLR R
myInput.autoCorrectionType = UlTextAutocorrectionTypeNo;

- ERBEAFANFEARNHFRIEDSE - UeERR R
emylnput.spellCheckingType = UlTextSpellCheckingTypeNo;

o WOl EHFHEREP L - BRI ARLCER
General > Reset > Reset Keyboard Dictionary.
—fix > & > EEREEH

IOSERETE #5-



i

CPF-15X FE AERILER /M FE=E

B iETextField/TextView=S= 4

@interface ViewControllerPaste : UIViewController
<UITextFieldDelegate, UITextViewDelegate>

=8I A TTHBSH (Copy= ) - A0ETCopy/Paste Menu

(BOOL)canPerformAction: (SEL)action withSender:(id)sender {
//identy those who not allow copy/paste

[myInput resignFirstResponder];
return NO;

IOSERETE#5-46



N EPAN

F181 IOSZE1TEIEARETREETR
HIBEFS(Common Practices)
D iOSE
Server&%%
E28ETT TEIERAppZE AR ZEE TR 0.5/)\[55

IOSERETE#5-47



10S-01
I0S-01 ;ZEfEFKeychainf# 25 (Use the Keychain carefully) -

= SREENRBENZEY  IOSTEERFRM 7 BELE (Keychain)THEE - AME—LEIBR T - Keychaint] g
XSS WERRE -

- FERIOS 7ML LA - EREE - AR EFNRIAMEMNITunesE ) - KeychainFi B ol BEM K #Z -
HBZiTunesBENHEUAR - iIOSEEH #EKeychainZE TR - FIERTIREEE = HFJMUABEHBHNHN
MIZZHE - BBEEKeychainFh B DI BEER 72 R Z -

- IE4h - KeychainfE BT (jailbreak)lIag s £ - EFEIEEWMOlgEE R - ®AERMNFRE L - £
RERRERE O sEFEE R EE N WKeychain AR - THRIBLARS R 2 HEBootrom miEd(Bootrom
exploit) WERE(BIHNiPhoned) - IEZE O LIFEERE B F UMM BEKeychain -

= EAFERKeychainf@FERE - HEABRERAREBSIMERARI(o]£2ZkSecAttrAccessibleE ) - A
EAZEERR(class) EEAEFEZApp AR SHEFREGE - Ml - ERNEREALAERETNER
(background)#1THY - Bl f# FAkSecAttrAccessibleWhenUnlockedsy,
kSecAttrAccessibleWhenUnlockedThisDeviceOnly -

= EZEEHITunestEmiEKeychainl®) - ol LUER " ThisDeviceOnly 5 RELRAN -

= HRSESEMNER - oZREFERKeychainfiiRHHE —EELZZHRERS - BIEAEINEBRINERKSE -
BINTEEABRREZENR - FREZH A BTN (passphrase) IETRE - WEERFEEZIKeychaingl - B
BB IT RS HERETINEG -

il s FREMBMRZE - SRR - AIEDEREMEESRER -

EEETTEL: AT
e Eanl | N/A ARl | ZERhaE
TEEMAPPEA | 4123 FERAApPE | N/A
EERE AT

IOSERETE#5-48



10S-02

I0S-02 BREHMRHERARUBE L NEERIERZAM - THRHAppEHAPIR ESFEEIHES
FZE/HE RERINBE(Snapshots)S ABE A TNER -

= ATRMHERELMWAPPEIE - iIOSEEEHEBEVIESEREREERIRE - MEARBERE
ME—EERNK - KFogEfTELE2[E - B MRESNRER - RESYRBETEERE @ dREE
ERENRUSEZNEEZ X -

A 28 4 An 2 HA FHEEEFPEER

Az ENEEAE | N/A ZEEEHS | SERRES
TEIERAppEAR |4.1.23 TEIERAppE | N/A
BEZRE REZHAIEE

iOSnR D—I—E ?I 49



% rAENBP O

C REFHEF A o)E e R et 2

- A 4 it5 < B  secure-image.png ('320x568 for iPhone )

- (void) applicationDidEnterBackground: (UIApplication *) application {

// Use this method to release shared resources, save user data, invalidate timers, and store enough
application state information to restore your application to its current state in case it is terminated
later.

// If your application supports background execution, this method is called instead of
applicationWillTerminate: when the user quits.

if (!self.backgroundImage) {
UIImageView *myBanner = [[UIImageView alloc] initWithImage:[UIImage imageNamed:@"secure-
image.png"1];
self.backgroundImage = myBanner;
}
[self.window addSubview:self.backgroundImage];

// you can hide security field here

/] EF

// [viewControl.secure_field setHidden:TRUE];

}
- (void) applicationWillEnterForeground: (UIApplication *) application {

// Called as part of the transition from the background to the inactive state; here you can undo many
of the changes made on entering the background.

if (self.backgroundImage)

[self.backgroundImage removeFromSuperview];

// you should visi security field here
7SRt s

// [viewControl.secure_field setHidden:FALSE];

! OS&AETE5-50



10S-03

i0S-03 R B &) 5| FET#( Automatic Reference Counting ,ARC) - B iCIBEEM IS RHESE -

= BESIHFTR(ARCO)ZE—ERIBREEERAM - HFE/AITHSENEE  MAEXRHERZENSIH
TR - IETNAEEIOS S5t - (Bt st EREBTEER “‘“*%%EQ miE—F - EHSWItFESHF -
VRN FR SRR - TSAHEITHIARCER -

« [ ARAARC] : EABAARCHESR @ iLREFBETEM -

=  [RUAARC] : EXRIAHARCE @ oJEZRmESE - LUt REREE-ARIHARC

= SRFEIEARAFEClass73)% : EEZ->Build Phases >Compile Sourcesz& &

Compiler Flagsi&N[-fno-obj-arc]
|D ¥ General Capabilities Resource Tags Info Build Settings Build Phases Build Ru
+ (=)

» Target Dependencies (0 items)

¥ Compile Sources (63 items) x

¢l prng.c ...in CereTest/Zip/MiniZip/aes 'fnﬂ'-'-JbiC'ﬁ-F;

¢! pwd2kev.c ...in CoreTest/Zip/MiniZip/aes -fno-objc-arc

| aeskey.c ...in CoreTest/Zip/MiniZip/aes -fno-objc-arc
BEEnEEl | muEhES —
AZZEEHS | SZEEAER ZXIEEIN | 2EZEERBER
TENERAppER |4.151 TEIERAPPE | N/A
EZRE RAEZmAEE

iOSnRD-I_E ?I 51



105-04

i0S-04 Y App Transport Security(ATS)z&E -

= RHEAppABEEKR - #i0S 9.0/ % - BMMEARENERELE(ATS)NLEINEE - WHEREA - &5
RENAPPI BB RBIRTE - GRIEENFAFERSFHTTPSHABREIR -

= AppleEH2017FFHR - FIBAppHEREENERMAHTTIPSA BELZR - FBILEKIES FHHITE
RHTTPRIGESKIEMERINNZ =M E K - WIREERE NIRRT 2 B EZEN RN ER T
:|~i_-I:L o

o ATSSEFAHTTPEZ M BFERHTTPS(RFC 2818) - HTTPS:A KM BERZ 2 BENHIEEE - BITLS
1.2(RFC 5246) -

»  ATSZEHNSURLSession#EMEHTRFTBEAPIETT - ENSURLConnectionfy oAt S ATSEFI -

s EmBENR FEEEIFRE

Az ENHH | SZEHmABER Z2RENEEA | N/A
TEIEAAppER [4.1.24 TEIEARAppE | N/A
BELHREn REZAEE

IOSERETE#5-52



N EPAN

F1ETT IOSLZETEIERRFTREER
HIBEFS(Common Practices)
IOSE 7%
D ServerE#
FE28 7T TEIERAppZE AR ZEE TR 0.5/)\fF
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Server-01

Server-01 EAfTENEAAppE R ZFI B RInARF A R(EEME - ERENRPNTH)FERRE/EIRI(E
RETZERERE - TRHEETZZHRENE® -

= RO ERE
- KRBEURLESREBEAANEARBIEN - ESHERINNEE -
- FRIEPEEEEEBNFMNERNS - IUIRENTH - R - (FERRSE -
- NEREE  BEApacheMRAER - MIBRFELIER MBS FHRINLZERISE - IHI - EIRE
NEEESEE - BRIFNE - BRRICEEHAREIN(INAZZRE) -
= SRHIERHTTPSHS
- KRB EHERHTTPSHS(TEheaderI_E “Strict-Transport-Security” ) - DIfRFEELR -

FA 384 an B ER B E A E PR R

Az ENEH | SEHABES ZZiEN BN | SERAER
TEIERAAppER | N/A TTEIEAAPPE | N/A
BELHREn RELZ A EE

IOSERETE#5-54



X 2B
ek o
&) 4e 1 38 PF OpenSSL s~ & OpenSSL/1.0.1e £ = 7 T miFk o

Escape character is '~]°'.

HEAD / HTTP/1.9

HTTP/1.1 200 OK
Date: Sat, 06 Aug 2016 01:57:04 GMT
Server: Apachef2.2.29 (Unix) mod_ss1/2.2.29 OpenSSL/1.0.1e-fips DAV/2 PHP/5.3.29
Last-Modified: Thu, 30 Jun 2016 06:22:49 GMT
ETag: "bclofl-7f8-53678e6296040"

ccept-Ranges: bytes
[Content -Length: 2040
[Connection: close

text/html

telnet www.----- .com.tw 890

HTTP/1.0 200 OK

Date: Sat, 30 Jul 2016 ©5:52:56 GMT

P3P: policyref="http://info. .com/w3c/p3p.xml", ... Cache-Control: max-age=3600, public

Vary: Accept-Encoding

Content-Type: text/html; charset=UTF-8

; SRSk 3
Server: ATS IOSERETE 75



Server-06

Server-06 AB A ik=rF AR EHBERFABENITUE -

» TEZERAEEE?MEHNE?

HAEH S (Framing) PHE N (clickjacking)

I A RPIR AR UL AR 7% (Bt Facebook) - AiBFEMBAILIES

%I5fEAiFramesRIEZE —EWeb/WAP#A  #5(Cross-Site Scripting - ® & 4XSS) - REMHE_E#k AiFramezk,

IhER - EEEOIDIA "85 IV - DUERIR R E T HEHIE - t—REEENTEZEBNE

(wrapper)” #EULR#MITREEMFHTIRE - BEREAERBEREIFrameVBREES - BEAEEMEQEIK
EETHINAIL U BIERN —ERE -

= BjlEFraming®y757%
- AEABEERE(Web View) X fEFJavaScript -
= EFERETEIWebViewBVAPIO] DI % 2R 1K BZ i WebView R i EMIWeb AR KW Z 2 - O IBE T
H R DUk 2 LA T 2
- I EEEEEEREMEZFERKABRX-Frame-Option HTTP response header - 221 -
HEWARERERE  BREEFRSATAER -
- FNAAHEET - DUERABUDTREIREER LEERMER T ERENEBHRKE - BB
AMEENEERERZAS -

PR B B E HEE R R

A2 E | N/A ZEEIEEH | N/A
TENERAAppER | N/A TENERHAppE | N/A
BEZIRER REZAEE
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Server-10 £%#CPG-01~CPG-03E/FTLS A R8I 58 E

RIS ARBERMMEABTLS 12 E - SSL/TLSE#i Fi2

ER SSL1.0 SSL20 SSL 3.0 TLS 1.0 TLS11 TLS1.2 TLS1.3
1995 1996 1999 2006 2008

BFH1024U TR f£HSSL 3.0

EEINISTEZZNR2013 751 - £RKEH H #2014 SSL 3.089CVE- 2014-3566F A&
1024417t - B A20481I7 - K10241I7T ERERAZE  FSARAILEREFH SSL3.0 -
BIRB UPBESWKEE - M2048 T IBHRIE HTLSINZE B E -

am WA ZHEB RIS E (BUFE ) WA -

= OpenSSL heartbleed bug
- OpenSSLREWERNRMEER £ - 1)82014/04/0838%1.0.1gZ [ELLFERE - ItEBEXE S
FESSLEATLS - SERTHRRNBWSE - TREREKBAEPTERNRBSEE -

FssEmER FEEEIFRER

Az ENHHL | SZEHABR ZEIENAGHHS | SEBAER
TEIEAAppER | N/A T?EDFﬁHAppE N/A
BELRE REZEAERE
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EZREAUNEEETER - oJHIOSHAETHREFAGE -

SRZEABEAREMAEREBRRIF LNEER - oJZEHRAA
DevOpsiHIF I - 17 o] Za9MR A IHockeyAppiEa BRI T A -

HockeyAppfRHtZxMaTEIME TR - WEEFENTENRARZER
AIFAINEE - HockeyAppRIINEEEI 2 552 & (Crash Report) ~ App3
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TEE

Santoku

AppZ 2Rl TE(2/5)

L

» FARIOSKANdroid¥ & -

= PlUbuntu LinuxBERNES T HIRIR
1’E$/\,ﬁ PR FHZE I FHEApp
AEITIOHIE D AT -

. TEINEE
— TENEBAppES:
— TEEBEAPPEEBEAN
— TEEAZE

FERAEPBurpSuite ETTITENE A
AppAfaZ BERH - R HEREIRE
BHERR XM 2 ZFI8H -

Tadh ot syt k00 W, S ke dot pton Soel
a 3 @ v == 008 nedB
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Santoku

https://santoku-linux.com/howto/mobile-forensics/howto-create-a-logical-
backup-of-an-ios-device-using-libimobiledevice-on-santoku-linux/

L S E (Z10S/Android)
A — T E
Contacts/Call Logs/'SMS/MMS/MMS Parts
B.EERG ~ il - f2=0 - tHEHEE AR
Device info/Keychains(plist/sqglite)/ 5tz BulletinBoard
#r{F7.Caches(Safari/ WebAppCache)/Thumbnails/{7Z & Calendar
5 E &R (com.apple.itunesstored)
HFEEw EfE ConfigurationProfiles/4d 5 Cookies
s 2l gk Keyboard/#E {4-Mail/H & Maps(Bookmarks/ History)
Za&EMusicLibrary/{f = #ENotes/Protocolz E & (Preferences)
HA(SpringBoard)/zE & #{4-Voicemail/kg | WebClips
MHGR S Z e E R A S /wireless
2.2 SR fiE Android’HE (Brute Force Android Encryption)
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Snoop-it

« EEARIOSTES - iPod & -l @® FEIEE

= F£Mdebuggingfiruntime = Monitoring -
tracingINee s Al TENEFE = Analysis/Manipulation -

p*ngé—é ﬁgg?gﬁgﬁﬁﬁl Injection . Sim]EIe ins’galla:tion and
. ﬁn¢EDHv;m1’E1E,%\;(SS,%%EZ%% SppepceE: . EZ? I’?ouz:onra hical user
¢%E§?ﬁ§bﬁ’§ﬁﬁApp ’ ég—@ commniismaNecd inteyrface s
SRR A1 105 * Plenty of fiter and search
_ giléﬁg%g%ﬁﬁAppEﬁ% Select System/Cydia Apps * Detailed description of the
REGFNZ2 ZHBIED - || Seleot App Store Apps - TSI

~ ‘/
Applications

Snoop- |tT+1’EEE
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TENFE

L

MobSF

#EARIOS KAndroid¥4& -
A—ETEIApp DT ZE1ESR - B
HZIEINAE Ol &t BT EN AT
App(Androidhl/ iIOSHR) 21T 734
55 (BRI AR ZRAE S0 N T AR RE R 2 A% (
EEAMRANdroid &) 24 -

B E O RAH
ajinabrahamp 3§ EAIMobSF T
B AR MAEE D DIERIR
FFETHER -

AppZz Al TE(5/5)

B CWindows\system3Ziondlexe  python manage.py runserver

0) Finding JOK Locaticn in Mindoxs.

d, Looking for

MobSF#1TEH
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RETLIERFEMobSFEENME T B AlIRIE - IR EFXTAppAigfl&a sl -

APPEXRE - BEREFEHERERE

S ZEEZHE  testsamlpe02.ipa _ o L
PEESIPE L jempmas A B R TBIAPPBEI R = RANIS Bz 2l - ELlER

'ifﬁ%ffiigﬁ | BREREERNEARE -
R BRATER . BRIBR AT R (T B FEFBADIE T AR - IR AR
AT -

= BEBE WA TR/IRE - DRIETEREEDH -

v REHFEECRED  RHEMBENOBCER R - HHYNEE
AETLUBBNEZAp | W RERUEERR  HEEBAZRUIERTE -
SpaE - ETREIME

 EAEAEE > BESR BESN > BEESR

AR IR AR T

TEETEEZR R TE/IRIE R 5 A
=Mac OS X EI Capitan v.10.11.6 =Mobile Security Framework(MobSF) » EFERIE
=i0S 7.1.2 v0.9.2 Beta(ik LEZKIRIEEE) = EEEE AT

=Snoop-it v.1.0.10(ik TEZKIRIFEZE)
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- XIEEEBIN/apk
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MobSF Recent Scans About Search MD5

File Information [k | App Information B8

m Yodlee-QA-release_v0.1.3.ipa m
[ size [ENE I com.yodlee Yodlee [EXITRY iphoneoss.2

[ obasca3blds9ecdaasioch37489a9csl [ version JI

[T fee0c9685c4901bbcf5afa8b06d2d888755ecaba 9.2

[EIFE) de8lee04d061f33d4f6147307c393ad08da3db6T1785584157f468d0db4b5f9 [ in 05 version [

Options n

Q Binary Analysis
ISSUE STATUS DESCRIPTION

fPIE -pie flag is Found App is compiled with Position Independent Executable (PIE) flag. This enables Address Space Layout Randomization (ASLR), a memory protection mechanism for exploit

mitigation.

fstack-protector-all flag App is compiled with Stack Smashing Protector (S5P) flag and is having protection against Stack Overflows/Stack Smashing Attacks.

is Found

fobjc-arc flag is Found App is compiled with Automatic Reference Counting (ARC) flag. ARC is a compiler feature that provides automatic memory management of Objective-C objects and is an
exploit mitigation mechanism against memory corruption vulnerabilities.
Binary make use of The binary may contain the following banned API(s)

banned API(s) strncat, vsnprintf, strcat, alloca, strcpy, sprintf, strlen, memcpy, strncpy.

Binary make use of the The binary may use the following crypto API(s)
following Crypto API(s) SecTrustCreateWithCertificates, SecPolicvCreateSSL, SecTrustCopyPublicKey, SecTrustSetAnchorCertificates, SecTrustEvaluate, SecCertificateCreateWithData,

IOSERETE#5-68
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Fm ot/

EFEE M7 - Information

i bt | Sl

£ 8E /N

5F A2 72 #r- Option

HER_(1/3)

Information A&
R
MD5
SALT
SHA256
App Name

OptionAE GEFE 2 47)
N Info.plist
Tk Class Dump
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