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6. $% FH
Open Web Application Security Project (OWASP)

[1] OWASP Mobile App Security Checklistv1.7.0

https://mas.owasp.org/checklists/

[2] OWASP Mobile Application Security Testing Guide (MASTG) v1.7.0
https://mas.owasp.org/MASTG/

[3] OWASP Mobile Application Security Verification Standard (MASVS) v2.0
https://mas.owasp.org/MASVS/

[4] Mobile Application Security Testing Initiative, Cloud Security Alliance (CSA)

https://www.csaapac.org/mast.html, 2016

[5] Vetting the Security of Mobile Applications, NIST Special Publication 800-163,
https://csrc.nist.gov/pubs/sp/800/163/r1/final, 2019

[6] Cryptographic Algorithm Validation Program (CAVP),
http://csrc.nist.gov/groups/STM/cavp/, NIST

[7] Cryptographic Module Validation Program (CMVP),
http://csrc.nist.gov/groups/STM/cmvp/, NIST

[8] Government Mobile and Wireless Security Baseline, Federal CIO Council,
https://s3.amazonaws.com/sitesusa/wp-
content/uploads/sites/1151/downloads/2013/05/Federal-Mobile-Security-
Baseline.pdf, 2013

w

[9] Smartphone Secure Development Guidelines,

https://www.enisa.europa.eu/publications/smartphone-secure-development-
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http://www.csaapac.org/mast.html
http://csrc.nist.gov/groups/STM/cavp/
http://csrc.nist.gov/groups/STM/cmvp/
http://www.enisa.europa.eu/publications/smartphone-secure-development-

guidelines-2016, ENISA, 2017
p &

[10]Security Guideline for using Smartphones and Tablets - Advantages for work
style innovation - [Version 1],
https://www.jssec.org/dl/guidelines2012Enew_v1.0.pdf, JSSEC, 2011

B R 2

[11] ISO/IEC 27001:2022 (Information security, cybersecurity and privacy protection

— Information security management systems — Requirements)
[12] ISO/IEC 20000: 2019 (Information technology - Service management)

[13]ISO/IEC 19790:2012 (Information technology - Security techniques - Security

requirements for cryptographic modules)

[14]1SO/IEC 15408: 2022 (Information security, cybersecurity and privacy

protection — Evaluation criteria for I'T security)
[15] ISO/IEC 14598:2001 (Software engineering — Product evaluation)
[16] ISO/IEC TR 9126-4:2004 (Software engineering - Product quality)
Bp 2
[17] & A Foatiskid (AR 104 12 % 30 p )

18] B A TR imE 2w Fwp] (AFEI05&3 7 2p)
P
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Sensitive Data

41255 B FHA MASVS-STORAGE 4. Mobile App 1. Identify and protect
3 Evaluation - Preserve sensitive data on the
Privacy mobile device

4.1.2.6. 57 T AP MASVS-STORAGE N/A 1. Identify and protect

“ff sensitive data on the
mobile device

4131.% % Fihit MASVS-AUTH N/A 8. Protect paid
resources

4132.% % FTihipd MASVS-AUTH N/A 8. Protect paid
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) g1 45 4
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Malware Detection
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Ptk LFEIE OWASP %t/ 78 B Z W NIST [z 1] o+ ENISA [32 2]
Communication with
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Sites
Libraries Loaded
415.2.t7% & * 25 | MASVS-CODE 4. Mobile App N/A
= B Evaluation — Classes
Loaded
4,153.3 38 £31* % | MASVS-CODE 4. Mobile App 6. Secure data
e Evaluation: integration with third
Native Methods party code
Libraries Loaded
4.15.4. % * _-%]z 31,?] ~ 5 | MASVS-CODE 4. Mobile App 10. Handle runtime
% Evaluation — Input code interpretation
Validation
4.155.17 1+ # fi ~ 45 | MASVS-RESILIENCE | N/A 11. Check device and
3 it application integrity
4.2.2.1. Webview % > | N/A N/A N/A
1o P

[3£ 1] Vetting the Security of Mobile Applications, NIST Special Publication 800-163,
https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-163r1.pdf, 2019

[:x2] Smartphone Secure Development Guidelines, https://www.enisa.europa.eu/publications/smartphone-secure-development-

guidelines-2016, ENISA, 2017
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