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en Overlay Attack ) ......cccoevveveieiiiece e,

A~ T2 (Code INJECHION ) v
7 iTE % % (Mobile Operating SYStem ) ...cccccceceveieieiececeeeeeeie e,
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3. %F2 XA

*f— ¢ P LI ERY KV LRRR T AL REFFR
;??.E??% G o
31 7 7« (Mobile Application)

A BRFEFE S T TRk 2 R ARS o A G A
B App, -
32. 7E * 4255% & (Application Store)
hREFERIRY AHAFRREY AN EFHAT T BE L T ot
oo
3.3. ® * F# (Personal Data)

tpa ki DA FRERE ) AR I ERSTES SRR
TRl #ER 2N RAZ L DA E SRR LFES- R
B SRR B 4 B Raes KT CBE S FR AT
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3.4. AR BF# (Sensitive Data)
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3.5. % 7% (Password)
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BRHHE 75 2885548 o
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fpRe- BT A K RGP 6 2 4250 ¢ K a3t (Function) # 4+ 2
(Object) Je & - 42 > = - 45 (Blnarycode) OB

* o
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AT Android F# Y > THFH R F A2V T 04N RER o
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B o &% - B 128 en®ikio— B 64 e dpe B (N)wn%%’T
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ZEFH4RHE 2 (Triple Data Encryption Standard)
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¥Rl o &4 %% B2 (Elliptic Curve Cryptography)

- OB A RANTFEE o AOVEFR Y AT A 22 4ok E A
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4e 3% (Packing)
pREE R I RGBEF R T AFFRY BINFHFEFESR
R 0 PR A b I{? FU* g AR T (TR AL TIRAS o
i * agg T4 (Using Sensitive Data )
FRFENALEIJRELS D EREZ Y -

P i3  (Log File)
ERCARE A CE I AEPIRE 2P e P SE B TE P&

« 3L p 3k (System Logs)

'fF‘ (R CIrY o ﬁgfi N A ﬁw Fehp R 2 R EFHRET AP
B K ffh)@* PN IRAR S .?fe,ji,%ﬁc L IRVE SR A
%% @@ (Device ldentifier)
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LA FE % (Cache Files or Temporary Files)
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3.48. p 2 i % (Inter-Process Communication)
AL TIPC ) » 273 ez B2 B enid 3484 37 7 o e B 2 g7 T3
LHE O UFIMEZ TR o
3.49. %4 (Encode)
Ap Ml it 5 MR F Pk (T P RBA T BT U () B R
x Iy o
3.50. #3275 (Decode)
o #-SrG 18 S & F BT Rk dicdy s 1F o
3.51 (Payload)
ipFte SR LARNBN FP hy Tt s o
3.52. W At . F# (Collecting Sensitive Data)
TR R AN R RE PR F g LA
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B 7 DAG £ 2 PRI 0 b4 ¢ Keystore (Android) ~ Keychain (i0S) & # v

RE I o
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6. 34 FH
Open Web Application Security Project (OWASP)

[1] OWASP Mobile App Security Checklistv1.7.0

https://mas.owasp.org/checklists/

[2] OWASP Mobile Application Security Testing Guide (MASTG) v1.7.0
https://mas.owasp.org/MASTG/

[3] OWASP Mobile Application Security Verification Standard (MASVS) v2.0
https://mas.owasp.org/MASVS/

[4] Mobile Application Security Testing Initiative, Cloud Security Alliance (CSA)

https://www.csaapac.org/mast.html, 2016

[5] Vetting the Security of Mobile Applications, NIST Special Publication 800-163,
https://csrc.nist.gov/pubs/sp/800/163/rl/final, 2019

[6] Cryptographic Algorithm Validation Program (CAVP),
http://csrc.nist.gov/groups/STM/cavp/, NIST

[7] Cryptographic Module Validation Program (CMVP),
http://csrc.nist.gov/groups/STM/cmvp/, NIST

[8] Government Mobile and Wireless Security Baseline, Federal CIO Council,
https://s3.amazonaws.com/sitesusa/wp-
content/uploads/sites/1151/downloads/2013/05/Federal-Mobile-Security-
Baseline.pdf, 2013

wox

[9] Smartphone Secure Development Guidelines,

https://www.enisa.europa.eu/publications/smartphone-secure-development-
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http://csrc.nist.gov/groups/STM/cavp/
http://csrc.nist.gov/groups/STM/cmvp/
http://www.enisa.europa.eu/publications/smartphone-secure-development-

guidelines-2016, ENISA, 2017
p &

[10]Security Guideline for using Smartphones and Tablets - Advantages for work
style innovation - [Version 1],
https://www.jssec.org/dl/guidelines2012Enew_v1.0.pdf, JSSEC, 2011

B R 2

[11] ISO/IEC 27001:2022 (Information security, cybersecurity and privacy protection

— Information security management systems — Requirements)
[12] ISO/IEC 20000: 2019 (Information technology - Service management)

[13]ISO/IEC 19790:2012 (Information technology - Security techniques - Security

requirements for cryptographic modules)

[14]1SO/IEC 15408: 2022 (Information security, cybersecurity and privacy

protection — Evaluation criteria for I'T security)
[15] ISO/IEC 14598:2001 (Software engineering — Product evaluation)
[16] ISO/IEC TR 9126-4:2004 (Software engineering - Product quality)
Bp 2
[17] &~ Foatiskid (AR 104 12 % 30 p )

[18] B+ T EHEE % Fwmp] (XEI05&F3 7 2p )
P
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[3x 1] Vetting the Security of Mobile Applications, NIST Special Publication 800-163,
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-163r1.pdf, 2019

[:x2] Smartphone Secure Development Guidelines, https://www.enisa.europa.eu/publications/smartphone-secure-development-

guidelines-2016, ENISA, 2017
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