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800-90A (CAVP Testing: Random Number Generators) EVEb—E 7 Z 2Nl BEE R 2EE

B REA . EMBRR Z2E£#BIEAAndroid / i0S Developers i X i BN L ZELEER X (40 : SecureRandomEH%...) 2
EEEEZEHM _EANSIX9.17 - FIPS 140-3 - NIST SP 800-22%SP 800-90A E1HEI X 43R (48 a8l BN Z 2 14

B 2z EEEMLERAZENHENINEEZEENEXK?
SecureRandom o- o -

public class SecureRandom

Added in API level 1

extends Random

java.lang.Object
L java.util. Random
Y java.security.SecureRandom

This class provides a cryptographically strong random number generator (RNG).

A cryptographically strong random number minimally complies with the statistical random number generator tests
specified in FIPS 140-2, Security Requirements for Cryptographic Modules, section 4.9.1. Additionally, SecureRandom
must produce non-deterministic output. Therefore any seed material passed to a SecureRandom object must be
unpredictable, and all SecureRandom output sequences must be cryptographically strong, as described in RFC 4086:
Randomness Requirements for Security.
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