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@Eﬁ@@-kﬁ2$m%%$&$ SEFE N UM E RS
SERE AR ERE K 128 17T (&)L E 2 JeE N5 2 (AES) -
B {5 A 1aCha20 WMh ' & I AIERIERE ;. ' 4& ) HER

Bl THRAEAAHLIHMURETNERET - %A ABSMBEEZESRRER

/—‘/\
/f_J‘ — ;_l;IE* / Uﬁ /% © & 128bit LI LB - ﬁﬁ}mﬁﬁGoogleﬁﬁ}ﬂ WEZSABEELRS - HAEHS -
o a s s ES/CBC/PKCST7PAD DINGJ IV: e06d4c79874b276
A) A -
- NEBRER - LAEHSRRE
PR - HE H 352

IV: 602LQGS:
5Padding) IV: 602LQGS:
5Padding) IV: 602LQGS
SPadding) : 60210GS
5Padding) .

+TgyeSKzBXwIA+JCaml
+TqyeSKzBXwIA+JC.
+TqyeSKzBXwIA+JC.
+TqyeSKzBXWIA+JIC

,RES) , Cipher[AES/CBC/PKCS5Padding]
= +BES)
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S EPK T & ANSI

X9.17 ~ FIPS 140-3 ~ NIST SP 800- 2.2 Jz SP 800-90A (CAVP Testing:

—AIZ

Random Number Generators) 2/
Wk TR B AR ;
- FEBRA - ABHTEEE

AR BBRREBREDER - BREIAT

/

—IE AR BLBE T A

BHFE A2 Z RIEN java.security.SecureRandom E4 £ H

Firde Z Bat¥ {4l - 7 Android &4EH » SecureRandom B AEERRIRENRZZE.BRE - B

REUSERZE2REZRNZZAMENS R » RIS ILIREAEE

java.security.SecureRandom called
Generated bytes: -112,68,-13,-122,-64,
java.security.SecureRandom called
Generated bytes: -31,-36,51,32,-99,
java.security.SecureRandom called
Generated bytes: -53,92,-101,16,-76,-7,-66,

-39,13,-13,-119,-46,-68,119,-93,89,41,97

126,31,-37,-75,11,-102,50,-116,67,-64,-9

103,-82,-31,-114,-35,75,-109,0,-90

java.security.SecureRandom called

Generated bytes: -106,-13,-51,24,-17,-81,113,68,-124,-79,-117,-105,

java.security.SecureRandom called
Generated bytes: 120,1,17,98,-65,-69,79,95,1,14,52,-121,3,33,
java.security.SecureRandom called
Generated bytes: 112,21,-102,-107,

-36,81

-100,-23,127,-100, 15,96,35,60,-45,-86,-81,75

-116,11,107,72

& AR AT R E

R THEAEIAYLEFRMERETNERT KB AES MEBEEZEEBRER
128bit DL EZsk - RWELEBERA SecureRandom ERBELBELERI - ZRILHR
Android F&*1EE Provider 5 - 7858 Conscrypt Provider EfF - EEE#H Google
BoringSSL/BoringCrypto I E « T NIST CMVP FIPS 140-2 & & ( Certificate
#3753 )- BoringCrypto #:FFFE NIST SP 800-90A #i#i2 CTR-DRBG {ER Z#MFFA#ELE
#ith 2 EE7THE ( RAND_bytes ) & SecureRandom TERZFhARLEFEKI9FEBEHEIE
£ WAERS -

if (provider
try {
@cuneRandon = Sec
} catch (GeneralSec

P

)

= null) {

eRandom. g etInstance("SHAIPRNG™, provider);
t/E eptiol unus.d,‘ {

t").getMethod("newProvider”, null).invoke(null, null);

e {
SecuneRandom = new SecureRandom();

ndom. nextLong () ;
ecureRandom;
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1T DINE. -E_EZ—FIL@%’;?;?E&HE Ao TE 2 N U EIRHE
SEDRA BWARIE & 128 (i7T (&)L B2 SENIZEEAE (AES) -
12@ 1aCha20 Ry ' AIFEATm i HEAE T A AR

Z[KIE [J ﬁ; /% o Mitakelni.c F25UHE ([ AES_CBC_ENCRYPE {7 FENNEE
/

INIEXPORT jbyteArray INICALL Java_com_mitake_jni_Mitakedni_c(
INIEnv *env, jclass jcl, jbyteArray cl, jbyteArray c2)
jbyteArray OutData;
if (c1)
int InDatalen = (int) (*env)->GetArraylLength(env, cl1);
if (InDatalLen > @)
{
int ResDatalen = AES_BLOCK_SIZE;
if (InDatalLen >= AES_BLOCK_SIZE)
ResDatalen = ((int) ((double) InDatalLen / (double) AES_BLOCK_SIZE) + 1) *
unsigned char *InDataPadding = malloc(ResDatalen + 1);
InDataPadding[ResDatalen] = '\0';

unsigned char *ResData = malloc(ResDatalen + 1);
ResData[ResDatalen] = '\0';

*env)->GetByteArrayRegion(env, c1, @, InDatalen, (jbyte *) InDataPadding);
€ )->GetB Region( 1, e, InD (6] ) InDataP ing)

memset(InDataPadding + InDatalLen, @x1@, ResDatalLen - InDatalen);

AES_CBC_ENCRYPT(InDataPadding, ResData, ResDatalen, NULL, NULL, 256);
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P

{# i SecureRandom 4 5, AL #&

|=] securerandom java E3 I

import java.io.FileOutputStream;

import java.security.SecureRandom;
—lpublic class SecureRandomTestData {
= public static void main(String[] args) throws Excepti {
SecureRandom sr = new SecureRandom():
I byte[] randomBytes = new byte[ * * ]

sr.nextBytes (randomBytes) ;

[’ try (FileCutputStream fos = new FileQutputStream("randor 20.bin")) {
fos.write(random3ytes) ;
}
System.out.printin("Generatcs f rand lat for test )2

IR Y RLEUE

& HIANR & AT

478 M 1 #2 &, 4& A SecRandomCopyBytes fL#¢ & &, »

~/De/AppHi /1/7% /Payload/MRSP.UAT.app
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X9.17 ~ FIPS 140-3 ~ NIST SP 800-22 Lz SP 800-90A (CAVP Testing:
Random Number Generators) 2/DEH th —I5 7 222 gL &=

ﬁD I l—

R RHRNER & - Ma2TEE AR SecureRandom EA BRI Z BLE
Piigk B : AES IR IV ELE

genAESKey () Exception {

byte[16];

te[] aesKey =

Secu 1 SecureRandom() ;
secureRandom.nextBytes(aesKey);

[] generated = secureRandom.generateSeed(12);
= Base64.encodeToString(generated, Base64.DEFAULT);
prefsHelper.setIV(iv);

ring = encryptRSA(aesKey);
prefsuelper setAESKey(encryptAESKey);

& Rl FFE AR TR AR AE |

<\

e

{#&3 NIST Cryptographic Module Validation Program (CMVP)Certificate #5244 » BoringCrypto
Eifif FIPS 140-3 Bl -5 Android 72 Security Provider (Conscrypt)Z cryptographic backend
%A BoringSSL W{F - EHFTHEDAIGEIRBIFI R 2 AL E MR T ARRAEEREZ 2R
&t cryptographicimplementation L » EILFF & ILTEE R R -

NIST

Information Technslogy Laberatory
COMPUTER SECURITY RESOURCE CENTER

snagcrs ] cmPtoc i woonn w ok oG

Cryptographic Module Validation Program cwe
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Details
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L J_ip.addr--59.124.1 04.62 B& ssl handshake

91 IBIE_BI_TA

11.20: 27 774918

8 194 184 &9

169 188 137 188

TSt 2

Packetlist - Marrow & Wide ~ | [l Case sensitive String ~| jeb | Find
MNo. Tirne Source Destination Protoco Lgngth Infa
188 2026-83-24 11:39:34.212867 192.16B8.137.188 59.124.184.62 TL5v1.2 71 Client Hello (SNI=jc6.vc-pbx.com)
I‘ 183 2626-83-24 11:39:34.223839 /59,124,184 .62 1192.168.137.188 [ TLSv1.2 F2E Server Hello, Certificate, Certificate Status, Server Key Exchange, Server Hello Done
189 1026-83-24 11:39:34.261708 192.168.137.188 59.124,104.62 TL5v1.2 12 Client Key Exchange, / “ioher Spec, Encrypted Handshake Message
199 2026-83-24 11:39:34.274883 59.124.104.62 192.168.137.185 'I'Gﬂ'.!_lias Change Cipher Spec, F T Megsage
| 289 2026-83-24 11:39:34.638951 192.168.137.188 59.124.184.62 TL5v1.2 571 Client Hello (SNI=jc
292 2026-83-24 11:39:34.657134 59.124.184 .62 152.168.137.188 TLSv1.2 526 Server Hello, Certif “hange, Server Hello Done
297 2826-83-24 11:39:34.676724 192.168.137.188 59.124.184.62 TLSV1.2 212 Client Key Exchange sEsage
— 298 2026-83-24 11:39:34.687398 59.124.184.62 192.168.137.188 TLSv1.2 185 Change Cipher Spec
318 2026-83-24 11:39:37.665013 192.168.137.188 50.124.104.62 TL5v1.2 361 Client Hello

1814

Camar Halla

“~ Random: 69c2@7786ceTddcddadT68cdebecBeadc5639c31627c5dT3d1893e2a%ch8acEd
GMT Unix Time: Mar 24, 2026 11:39:36.000000000 S iL4EME0%ME
Random Bytes: Gcefd4dcddaBf6BcdeSecBeadc5639c31627c5dT3d1893e2a%chBecEd

Session ID Length: 32

Session ID:

| Cipher Suite: TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA3B4 (@xc@3@) |

Compression Method: null
Extensions Length: 26
v Extension: status_request (len=8)
Type: status_request (5)

Length

H : ]

9]

w Extension: application_layer_protocol_negotiation {len=5)
Type: application_layer_protecel negotiation (16)

laogth

i g

C74500008783aTcf@87er32454d3126dc57e76ee25ad@7@8e734Ta6bed3eTaceT
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2. FTEMA SR SRS 2048 il 7T (&) BLE>
RSATITR L% + M ASEARHIGS TARERRIE 2R - 778
Hote G —

-5 BB sane

d

sha236

Thawte TLS RSACAGT, w...
02557838 £F08:0000
202657558 £F 075959

jcf.ve-pbx.com

RSA (2048 Bits)
B = 0500
. KeylD=a38cfed2eceb0f2c..
EL :

309201 00028201 0100 de Be 42 62 97 Ba 6. 20 bb e ¢ 42 6465 0 4l FE30T
194906 o0 % I3 01 od bE 32 en c0 46 O B4 Bc 0B 007900 9500 54 Th 1885
745 0d &b 4.d0 96 4b V2 o7 B 29 52 o4 8c Oe of Ta 37 50 ed 1543 22 14 62 20 06
524038 36 07 7 o8 9205 £3 21 €2 01 ¢2 e of 6f b1 da 30 Ba b6 04 1£ 38 98 0c ac ed
b £7 od 03 09.c3 61 04 22 41 o c0 85 b 46 54 dael 1 6 c162 fc0 1c 65 45 & b
9423 19 14 daal od 28 £4.66 90 1 20 OF OF o4 46 80 ed 82580 fi £1 7 2h 10 1 9F
964700 46 90 20 o4 S0 06 £942 00 1604 52 5466753 52 T 60 40724200 79 Th
150 ST02LI 33T 30 S0 b4 4517 60 3b 3b e 61 o de b1 81 od 27 cD D629 0
91300 43 60 Je 73 £4.5 43 13 16 4d 34 34 76 20 24 4 fe de 63 34 7603 Ge £ 377
0f 14 da 61 1002 6aed 020200 0001

SENEE ERIERO..
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S U

\/"H:H

 AIARIANR

x/% 128 fir 7T
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(&) DLEZ#E
&5 I Z HR AR -
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I8 R

M |ip-addr==59.124.104.62 && ssl handshake

Find

Packetlist Marrow & Wide v | [l Case sensitive String v Jeb
MNo. Time Source Drestination Protocol Lgngﬂﬂ nfa
188 2026-83-24 11:39:34.212867 192.16B8.137.188 59.124.184.62 TL5v1.2 71 Client Hello (SNI=jc6.vc-pbx.com)
I- 183 2626-83-24 11:39:34.223839 /59,124,184 .62 1192.168.137.188 | TLSv1.2 FEE Server Hello, Certificate, Certificate Status, Server Key Exchange, Server Hello Done
139 2026-03-24 11:39:34.261700 192.168.137.183 58.124.104.62 TL5v1.2 12 Client Key Exchange, Change Cipher 5pec, Encrypted Handshake Message
199 2026-83-24 11:39:34.274883 59.124.104.62 192.168.137.185 'I'Gﬂ'.!_lias Change Cipher Spec, Encrypted Handshake Message
289 2026-83-24 11:39:34.638951 192.168.137.188 59.124.184.62 TL5v1.2 571 Client Hello (SNI=jc6.vc-pbx.com)
292 2026-83-24 11:39:34.657134 59.124.184 .62 152.168.137.188 TLSv1.2 826 Server Hello, Certificate, Certificate Status, Server Key Exchange, Server Hello Dane
297 2026-83-24 11:39:34.676724 192.168.137.188 59,124.184.62 TLSv1.2 212 Client Key Exchange, Change Cipher Spec, Encrypted Hendshake Message
298 2026-83-24 11:39:34.6B7398 59.124.184.62 192.168.137.188 TLSv1.2 185 Change Cipher Spec, Encrypted Handshake Message
318 2026-83-24 11:39:37.665013 192.168.137.188 50.124.104.62 TL5v1.2 361 Client Hello
21 MAIR_AZI_TA 11 2WE 2T TTAMIL EG 194 184 R 169 188 137 188 g ILTE B ) 1814 €armsar Halln

~ Random: B9%c287786cefddcddadfbBcdeSecleadcS639c31627c5dT3d1893e2a%biecB@
GMT Unix Time: Mar 24, 2026 11:39:36.000000000 iLiEHErERY

Random Bytes:

Session ID

Session ID:

Length:
C7450008783aTcfB87ef39454d3126dc57e76ee25ad87088e734T86be3eTacef

32

| Cipher Suite: TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA3B4 (@xc@3@) |

Compression Method:
Length:

Extensions
v Extension:
Type:

null
26

9]

status_request (len=8)

Length: &

application_layer_protocol_negotiation (len=5)

~ Extension:

Type:
longth:

[

status_request (5)

application_layer_protocel_negotiation (16)

GcefddcdtaBfeBedeSecBeadc5629c31627c5df3d1893e2a%cb8ecin
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* TTEIEAIESS | 25 = T sV A P ORI L2 MR - 2R
TR s R EERR I Z AR 1 2 IHRT For

R 1

<libssl / 1.0.20 / GPL>

<liberypto / 1.0.20 / GPL>

<x264 /1.4.2 / GPL>

2R & XL IR

B = A RR (2% | o
! i 15 % i w _ | <Hbaveedec [ 56.35.101./ LGPL>
A BA AMNER PR =F K ‘
, CoreTelephony
) .
AVFoundation

MobileCoreService
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2205 |25 =R MR ZEMRHE - A
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TR TER 1 SIENT T
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3

About Partner Information Program Organization Downloads Resources & Support

libssl 1.0.20 Search

Search tips @ | Provide feedback

T
3.9

© Notice: Expanded keyword searching of CVE Records (with limitations) is now available in the search box abo

Search Results

No search results found for: libssl 1.0.20
Please try your search again using different keyword(s) or access the search tips.

Provide feedback on the new search capability &
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‘ \/ : About Partner Information Program Organization Downloads Resources & Support

oz =

Search tips @ | Provide feedback &

© Notice: Expanded keyword searching of CVE Records (with limitations) is now available in the search box above. Learn more

Search Results

Showing 1 of 1 result for FFmpeg 2.6

Show: Sort by:

25 CVE ID (new to old) ~

CVE-2015-3395 CNA: MITRE Corporation

The msrie_decode_pal4 function in msriedec.c in Libav before 10.7 and 11.x before 11.4 and FFmpeg
before 2.0.7, 2.2.x before 2.2.15, 2.4.x before 2.4.8, 2.5.x before 2.5.6, and 2.6.x before 2.6.2 allows
remote attackers to have unspecified impact via a crafted image, related to a pixel pointer, which
triggers an out-of-bounds array access

Show less

Back to top of page

Provide feedback on the new search capability

af : libavcodec 56.35.101 ¥ff& FFmpeg 2.6.3

ZEMRE > AR
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