FHkr App RAFTERE
V1.4

FE R T
L N I -



A ™ App A A FXRPEALE

o FE Y App B AT R RFRSGE
AR 424 P8 " App & * F 4L V10
AP0 # 10 7 g™ App 4 F%p VLI
ARI07E 8 Fo* App Bk T4 RF V12
AB108.2 9 F# R App AAFELE VI3
AL Fof® App f R FERE V14




3.1, FH R * 4238 (Mobile Application ) .....ccccvevvevievieieieie e
32, FE T A2V B (Application StOr€) ...ccoiceoiieicienirseeeseeee s
3.3. B A FHL (Personal Data ) ...,
3.4, FTR T A (Sensitive Data) ..o
3.5. 3 FFAE (PASSWOTA ) woiviiiieieie ettt e et e e st s st e s ae e ste e sressaaesaee s
3.6. & % TR (Transaction RESOUICE ) ......cocoovviiiiiiiiininsecerce s
3.7. 2 3w 5 (Session Identification, Session ID ) vecveveeicceccee e
3.8. PIREIGZH (Server Certificate ) ..ooviviiviiiiiiieiieiieiieie et
3.9. BEBH ( Certification AUthOIItY ) ...cccvvevvevievieiieieiece e
3.10. B 2 AR5 S (Malicious Code ) covvevioeeeeeeeeeeeeeee e eee e v e
ME 2EF (VUInerability ) oocvvvceevcececec e
Fal- S 1) v o 2 USSR
3.13. 3~ 72 (Code INJECTION ) vovvecviiiiiieiiectececee ettt
3.14. #F# 1T % % % (Mobile Operating SYStem ) .......ccccevvevvereresiesererienne,
3.15. F& % E Tk (Mobile Resource ) ...
3.16. 78 i * 4258 20 L #7 (In-Application Update ) .....cocevvvveivvieivrinnrnnne.

5

3.17. ¥ 233222 K F (Common Vulnerabilities and Exposures ) .................
3.18. & &% > M Bk (Known VUINerabilitieS ) ooovveveveeeeeeeeeceeeeeeseeeeesenen
3.19. ¥ & F4] (AUthentiCation ) ....cccvcceecieeiieiiesie st st saee e

3.20. i&FE4e B B 2 (Advanced Encryption Standard ) ......ocoeveeveieieiennn,

W
b
[—
10

£ T4 4 BiF &2 (Triple Data Encryption Standard) .......cccoeeeee.

3.22. ¥Rl R %54 (Elliptic Curve Cryptography ) .occeceverieeneenreenneeens,
3.23. B (Certificate PINNING ) ..ovovevevevevececieceeeeeee e



3.24. 3275 (HASH) oottt sttt e et et 6
3.25. PR 7% (ODFUSCAION ) woevieeeectieeee st eeee st et s e e e te st s e st e e te s e e e s e e sreseeesresaes 6
3.26. i * Ag M F R (Using Sensitive Data) ..o 6
327, P3EFRE (LOZFIIE) oo 6
3.28. ZEE #u @ (Device Identifier ) ..oovovvoicicvieiicicie e 6
3.29. ARFE % (Cache Files or Temporary Files).....ccoooveiiveieiieieiecne e, 7
3.30. % ZAh (Configuration File ) .....ccocoviiiiiiiciciccccc e 7
RO D DY < S &) s 1o ¢ (<) IR 7
3.32. fRFE (DECOUE ) wioviiriiiiicriiteiieiee sttt sttt bbbt na b 7
3.33. g (Payload ) .ooveeeieice e 7
334, W farg B F AL (Collecting Sensitive Data ) .....cocvevevviiiiniiccnnienne, 7
3.35. B F AT T A (Storing Sensitive Data ) ..o, 7
3.36. il * &k =4 % ¥t (Common Vulnerability Scoring System ) ............. 8
337. % » ?’“ B A 4 3% (Secure Random Number Generator) ....................... 8
3.38. % > 33t (Secure DOmAain) ....ccoocveiiiiiiiiiiicsieeee e 8
3.39. & >4 @3¢ (Secure Encryption Function) ......occeveeevveinscnseisseinnnenn, 8
3.40. % ¥Lig % ¥ 3 & *5 (System Credentials Storage Facilities) ..., 8
A, BERFR ot re e 9
41, FFR* BT AL 2EE RF I 9
411, FHRT AENT T Z D o 9
BT g e N 9
A13. 23 FIREE T D oo 1
414, FE et AR R Y F Lo N RPLPREFILL 2o 11
415, FE T AN E 2 s 12
42, PIRBAHFTAF 2HMFE RF I s 13
420, FIREAE 2 F I oo oo 13
422, TPREEEE 2 HE B oo eeeeeeeeeeeeeee e eeeeeeeees 13

S B T A3 A B e 15



6. B FHL oo 16

Open Web Application Security Project (OWASP) .....oocvviiiiiiiiiiicnicieeces 16
Cloud Security AlHance (CSA) ....ooouiiiiiiiieiie ettt 16
TSRO PRURURURN 16
L LTS TP UR PSPPSR 17
S TP T TP URTPR PRSP 17
B ettt E R R R R R e e e R e R R Rt Rt Rt b et et neen s 17
R L TS OR T O PP UPTURPTPO 17
BRI PN 72 2 s 17
- B R REFELRRFEHERZ o, 18
e C BER R R I R e, 22



TERERF RAT e R X ARA AR AT RRARE 0 AR
#23¢ (Mobile Application, App) &8 @ 2 » {304 25 B3 45 L T& L3
M:@g\ré?ﬂ‘“\ﬁ' PR PATEIE A 2 B e o AR E R ZRRAR 103 £ 6
P2 P AR FULT2ERF 26 L | ERALZR O FIEFRT TR
* App A AT E AR (.u'r;ﬁajx#ﬁugja)o

R L idﬁ@g&Amﬂi gﬁﬁﬂpf 5 R
ZATE s FEERARE TR R LR 8 %%#&d#lfﬂ“%#fu

BERFE R EIHLE AN EE SRR R HGIAT LR
FORFLRAL TLHBER T NRIARP2 T BEREF A
Bk App f B c RRETAR 0T E 8 T 37D V12 A F 108
E97 AT AR Y App A AT XS VI3 o 220 m 111 # 17
d oAt RS E R RFE LA AR AppAAFTERFE VIS p
(DT FLARF) o R TR AR L R

ARG 2R IR T GG E R (B BN A R
AR PRV HRAANRETHREY App A AL 2P ER 4 0 EK A ARIEER T

FrRAATEME  BERPLEHRLR > R App REHRMFTAL 2L
Ao rEHRLA L App F 2k 4 -

AR B E R R RN L 2 TR TR R TS TR
2T ER BTN F LA EN R RE RS > N FE R R
FEEr 2 TERRERE 2P, E- BE R T L 2HEFE £ App
TR pARATRFEZ T App

P FRER AR
LR ARL T AR A A BEF R K ke o



2. %% FH
AP RPHEH R RSN TH RS X 2RIAATAL 2R S
oG PRBRLFRE 2GR
KR H A AT B TR RN B AR R RN X il
FAARZ GO R A2 BB HLTTLTRAL 2R EREY P
FELIRBMIRL o

AR REEEET ALSARM R L AATRE 2RR T § AR
E A SR Y

PERARE AR - BPAE O B RPN R R RS R bk R P I E
PR A R R RS ENF S R AR AR BT T B R

,gwdﬂrp/ﬂ\ )



=P A )
iiﬁﬂéﬁﬁ?%F
W F

-k

AR R Z B RRT AL RE
L2 w#“f
3.1 & B* 2% (Mobile Application )

ﬁ%@“ App |

%é"l"—‘.l-g/\ga:'%ﬂll;f_bﬁ li};’ﬂﬁ‘“/é’&?)ﬁ’*ﬁi; ,ﬂx—\?\:""‘f&?%ﬁ_
3.2.

FER* £5:5F & (Application Store )
Bk R g

fﬁ}@? ﬁ.—‘r’_:r\‘ ‘E-f"/f Ef’ﬁ > T?‘ A ?i% 2T ‘_: B A
;vé;, o
3.3. B A T¥# (Personal Data)
ik TRAFTRELZ ) AR FNERSFRES SR
o AL G AR AU ARA L A ED P A D AR
Lo ERRLA R g JoT RE - RECFR A
FlsBAESEERKL S PR IS N IR R 2R A
3.4. s EF# (Sensitive Data)
iz K Fl et A2 2 E T N R R 2 B ka2
S L RS f@A%fgwaﬁﬁg% R LA
i}i@mﬁﬁﬁﬁé’mzﬁmayﬁpﬂﬁ? @ FAFF LB f O
B3P EEZBA TR F e FE AU £ MR
HF B3 TrRFdan il g ed - F i dns L
PREESFEREEEREFLBPEFHBAERZFTHR -
3.5.i 745 (Password)
o ERRRYHRY GBS UBNRY F Lo F A
R A RAR R RA B PRELE R

EC
BrH R IRFAEEL Z B AE o



3.6.

3.7.

3.8.

3.9.

3.10.

3.11.

? % Tk (Transaction Resource)

pEEEE T AN TREEE H A TV E R RPE R
RESTTRAD TR EAFENE A nREFTHET (¢

BE) £F BB SFR5E S FTReo4r 8 & %5 App M LR

2 QRcode ¥ i i & X ePi@ % 5 ot b App P RER T F T
R FF B AT BT App P % S PRFEIE R 0 TR K
R BT UIH S BRR AR S AT R App R
v ~#LTREA] App # R R App R REE TR BERPE S o R E

THRI R GANEETEFLI TR FFT T B URRY P FELE
2 33w 7% (Session Identification, Session ID)

Ap B2 AR AP Jp PR G A2 RIS 0 I RS 1 SR 2P - AR
BRSSP EZFHAT R AT EATR R -

IR ® B (Server Certificate)

#@w}, ERXHRBETHE BREFHRTY RATURIREL S 2 ?ﬁ:i@ﬁ%]%c B

& & W1 (Certification Authority)

I EFEELBH L

E R #2534 (Malicious Code)

AEAERY FRAZERT > BEIRY FRE > cHRIIUTERLS
BRLFHSF 22835

FRL 2AF (Vulnerability)

I EF BT AR T 20 R A R E S TR R AR TR R

;{%"ﬁ“ R l!’i‘i T“E:'r{{\; ‘g‘: o

3.12. & ;% & (Library)

ip H— %?%ﬁé\-ﬁ ZHFIAME G 2 4258 ¢ %2 3% (Function) & 4 i

¥
(Object) Jc & A— 4= » %+ - & =75 (Binarycode) # fi’%ﬁ;‘?&i?—‘ﬁ i@



3.13.71

3.14.

3.15.

3.16.

3.17.

3.18.

3.19.

3.20. i&

* o
» sz ¥ (Code Injection)

T Bl S AR A R RE R F A~ 2 ERAp s 0 e R

3t ¢ 42~ (Command Injection) % F L' 78 s< ¥ (SQL Injection ) °
FH 1T E % 38 (Mobile Operating System )
T KE P EFDITE .
78 %% 7% (Mobile Resource)
g 23

B2 MR R PRAE ) AR AL AR F Rk ~ A

o

FE BT 4258 p L #7 (In-Application Update )

FAABF TN ERRY RAFRLLRER > BB TS L HER
}f?j? %:ﬁ P\gb%]:%ﬂb o

¥ 833 8L27 5 F (Common Vulnerabilities and Exposures )

MAETCVE, > d 2 MR % 230 2 53R E 10304 > 445 - 537 P

BA 2IRV 2 vE- £ o
¢ % > Bk (Known Vulnerabilities )
2 CVE Sz ik -
£ 4> g% (Authentication )
BT E Ll s RIERE -
w4 %% £ 2 (Advanced Encryption Standard )

ip # B R 73R % & e 7 e (National Institute of Standards and Technology,
NIST ) ** 2001 & % f# *> AES ( Advanced Encryption Standard ) ¢ % /% & /% »
< it %%, 5 FIPS PUB 197 #£& » & #2002 & & 387 5 ) £ & o AES ¥ 12
L4 128 =~ F % s (Data Block) v L 1285192 £ 256 i &4
£ B (KeySize ) #% 8 % 2 M AES 4 f32 % ¢ 7 - B 2+ ehw & #i(Round

5



3.21.

3.22.

3.23.

3.24.

3.25.

3.26.

3.27.

3.28.

Number) # v £ ¢ e BiLEHRIAE = o
2 E£F#H4% RiFEE (Triple Data Encryption Standard )

- Ak BEE > @ * = £ T4 % (Triple Data Encryption
Standard) FedZ 64 A e F AL T B o

e 52 %75 % (Elliptic Curve Cryptography )

- R S ROVEE 2 0 ASTRRIY RATA 22 e 2 FHA IH
B Ry MARBE P g * £ 4 1985 #£#4 Neal Koblitz v Victor
Miller 4 %)= # d1 e 0

& 3 7_ (Certificate Pinning )

I R-RIR BRI L F IOV AR 0 F R MR L T B RRE
FEAD o

2% (Hash)

A % (Obfuscation)

R R 2N R4S A BEH AR ERT > B IR
_il‘lj;\: o

% agg i Fk  (Using Sensitive Data)
pe TR ALEIFRELS = REFLRY o
P #th%  (LogFile)

A ﬂif’f"f@:%?iu KPP AREPE X 2P R /T\%B e
B EE PR e

%% % (Device Identifier)

Ap AR g 2 vE - SRWF R 0 ¢ FERE T E K K #3585 (International
Mobile Equipment Identity, IMEI ) ~ 7 #* 2% % 2 %] #% ( Mobile Equipment

6



Identifier, MEID ) ~ & * {7 # * = 2 %] %5 ( International Mobile Subscriber
Identity, IMSI ) ~ #% #8 € 8+ 2 %8 (Integrated Circuit Card Identifier, ICCID )
WA 3B e ( Medla Access Control Address, MAC Address ) ~ % ¥ %

w75 (Android Identifier, Android ID ) ~ % % % 3B 2 #%]# (Android
Advertising ID, AID )~i0S IFAID( Identifier for Advertisers Identifier, IFAID )~

Windows Phone Device ID

3.29. L& % (Cache Files or Temporary Files)

o
N
na
N
T
o
s
o
&
Vel
b
=
[and
T
3
£
3
=5
A
=

bR BN E K ES A
T AL B AERE - 27}%;%7# xiéi’@ ) Wﬁ‘ﬁ‘ﬁﬁ%/@?ﬂﬁj@i:’zﬁ
7 P ez G 8 R T ho®T s AR B

iAo Pl ERE R T ?E?uéﬁ;}%# o

3.30. 3% ¥4 (Configuration File )

PSR RS BT RER TR ISR RY 2N AR
7R i R -

3.31. %% (Encode)

T B RAE R F Rk i PR A BT (18) B R
k Hedy o

3.32. #3275 (Decode)

Ap M Ah (8 DN B F P RS R R iy s 1T o
3.33. p§ (Payload )

dpdte AL ARIABP P NG oT R AL o
3.34. L AR T # (Collecting Sensitive Data )

-~

B T AR R R PSSR R LR RTA

3

3.35. @ AR . F# (Storing Sensitive Data )

T RS RAE TR E AR TR A R



3.36. i * B iF 4 ,% 3t (Common Vulnerability Scoring System )

BATCVSS > & * ITRIFFBHERTEFTL J FRRNRAHEK
@A L R ¢ § #4471 (National Infrastructure Advisory Council, NIAC) »
f#d FXF 2R | 2®miE (Forumof Incident Response and Security Teams,
FIRST) % B » P#an il % 335 4 o

337. % 2%, A 2 3 3¢ (Secure Random Number Generator)

+ &g 50*% ANSI X9.17 ~ FIPS 140-2 ~ NIST SP 800-22 2 2 SP 800-90A
(CAVP Testing: Random Number Generators) % > H ¥ — 8 &2 §#icd 4

BT

-‘r‘\

3.38. % > 3# (Secure Domain)

%@é*@%ﬁ‘%éﬁ%ﬁﬁa_

SR A O E & DR 0 - LR o2
o E % >R @ 35 Facebook ~ Google 2 Twitter % £ 32 OAuth2.0 5 2 2. &

3
o

3.39. % 24 %I 3% (Secure Encryption Function)
i+ & FIPS 140-2 Annex A 2_ 4c i% & 3V o
3.40. & 3uig # & 5 & % (System Credentials Storage Facilities)

JpEE TR AREFH BT RIABF AL 2 AHEERY ¥ G
PR TE R R G £ 42 PRIR 0 B)de @ Keystore (Android) ~ Keychain (i0S) & H
TR



4. Fpg R
41 FHERT BIFTHRE 2PFERFA

J

X m e

(%)

AEEFEI PR e TR ARNE DITIHR R R
TEE R RN FF L > TR ETREE AL FTREEE 2 A
Bt AN R P g RESGREREL > 2R NS
% 3o
411 FE T AR HEF E >
A oe L RFFNFFEFHRET BN PMFT AL 2L R o EEF
{ATE R TS o
4111 Aot A2t F
FR R AN ENT R ERRL AR R ESNFREEF

FERRY BE BN FFEFRP L3RR TR FREEXETRE

SR AN
ol 2B F R B AT R 6 2)RT R

WERER L R
4112, 8 o ¥ A2 AT
FE e AN N R E kAL G AN AT AT
B A2 B B AT
FE R AR R R AT LB

4113 FHR* 258 % 2P T IF

4\‘

G ap R AR & F AR R A S A R
o AR F LRy PFP v RS2 -
4.1.2. AT AL R
Ad e 1 RAERONAR PR S B A T R APM TR 2 PUNE o
FRAEIETARSE I B By A 2R R

9



4121 SR TR S

ﬁ@@?ﬁﬂ@*ﬁﬁﬁﬁﬁ?ﬁﬁ’&@%yﬁkﬁo

c—‘n}
”}Z
W
=t
f=
(u
i
—h

e AR R MR Y KIS R AR
4122, 5B B F A

R AR R R R TR > RER T KR

Fo e AT AR B Y KIEE P AR T B -

FE Y A2 g * 3 SRR B RALR Y YR TP 7

ﬁfﬁ/@?ﬁ;\i@a‘%ﬁix%? T Hp {2 (TAE o
4123 st HE
FERE* BB R T o B ylak A
Fo e A2 R ER T FES T RE TR -
AR ARG ETR S B B2t iR o
FRRYARNEELAMP R NSRRI TR G AR RS

=4 Lk
FC»’}%';% Poo

o

FE R A2 RELRAE LTI R E S PR
AREBTREEHET FF LR EGERELRALZ B F A BRI
P

SR T AR S T A REEL RRE O UL E R R BN AR

AT BEL DRI TR 425N 2 12558 o
FhEr NN R T FABEFNT G PRI ETR Y K -
FE T AR AR R RSB GRS G AR ET A -

(0 et AT TR AR LT P R PP IR B

10



FE et AN B L e IPC 4] ¢ BB R T

Fo e ARs ¢ é’fvf‘é’l’fiﬁ G i L AR TR

e
T RSN R SR Y KRS A R TR R

AR AR A Z AR LT > L ARIEL TR AN FE .

4.1.2.6. AR B FALH 1%

FH ™ AR T FARR LT R R FHG 2

413. 2 % FRITE S 2
Ae e L REFNEFTREE LM T AL 2EE R 245
RSN o I

4131 %2 % TR
Ao T ALS TR 2 h FREAS LR

Ft AN R ER Y XIEG T 2L TRz BT

)

4132 2% FiRizE
FH R SRR L FRBRER Y XA
R AR BesrR 2 TIREER -

414 Fo o™ AR R Y F L0 g LM p R

R

AG e LB NEEH G AR LS N REL AR L AP TAE

11



DHRME o SR K LA R AR B E
4141 1 % F o g g

ot AL T 2 PR ER A AR Y H e e

Tl s AR kit B R
4.1.4.2. i H g S

FE T FEN L B P s o

FE R AN R PIRE R E 2 5 2l o

Fh et A2 AL PIRBRE ST L B LB EWE TR o
415 FHR* BB E D

iaéiﬁﬁ?%ﬁ@@*ﬁﬁ@%iﬁ%#ﬂi&ﬁﬁiﬁ»é%w%
EXAABEFLTALZ2RF - FHREY B2 B s SV R & >
ZRTFR KRS AG s SR OWASPMASVS V7 2 & & -

4151 P HFERRSBEFLTAL 2RF

Fh* AR BEL 7T B -

AR RY AN BELT AL 2RF -
4152 F#* 258 =L

Fhk* R R g D R RFERERY O NEEE RN
4153, SN R % >

FE T AR 2 SN R {ATRF O R L HRBL {ATRA (AT
RS ALLEE Y A2 & 2 o
4154, #* jﬁﬁ%‘]*%%ﬁ
FE Y RS BT FR AR TR TR 2 kS
FERT A2 B T AR B L ~ ST A o
4.15.5. 7 ik # f

P
EL

SR

(ﬁr
B it

12



FEE* BN E BRI EERTE R RRER LT 3 B2 Root
Jailbreak) s 37 § 2 177 > 4oF o i bl wR * F AP R A2
X o

TR ARSNRT LB ERI AN LY T AR E TRAE IR

FERE* A RORFRFEEY 37 R b ri71 525 o

TR AR R e R e A 2 TR E R B Bk o

\

AR R ANV R TR E N E g.;\&*“’fif@- LAhE R &P e
HiThE? LR TRNBRENE TR EF-FAFK)T&ﬁ B e A, @
- E R AT AN E R RN TR e

F

El

2

7 # K@‘ ﬁ.f_}\‘ }@‘ P 7?3;7\‘ &R %}H?'J

2. FIREHTRE 2L LA

4.2.1.

4.2.2. B PR

ARG BEHEFRFET BN E2RNAATALE 2L R FHRY 2
NEPIRERLFAL 2R ERED FH AL A BERPRE
BTN E 2P RS R S PIRBHIRL TAL 2R
8 5 ALK 2 Rl B R

PIREART 2SR/ G2 Y BT W TR SR
K

BEZ A 47 0 45 IR E A g 2R G 0 T B g kel

¥

BhE 21e R

THOE AR TR TR T L RIRES 0 d W HE K2 5
BrAEst o AR FERGRL A6 0 BEF L L PIRERT 2

-*”7“3%‘%*@“ FH T T L RIREH AN S #xkZ WebService PIRE 0 #

ARFOX2AFERT > PHRETFTLBIRRT R AN TE G D

han

ol

}Fﬁi
o

13



TP 0 b PIRES ST MR EEBE R T REE T BERRE A
W p e

4.2.2.1. Webview % > # P
FH R A2 i * Webview 2 g8 PIR BT RE TR T o
FE T 42783 Webview R IR iU FF 0 PR BB 2 X DR o

14



5. FH T 25N 4 &

PR R TR AN E 2N AR R AT EEET PR
ﬂﬁﬁ@?ﬁﬁi?ﬂiiﬂﬁ@ﬁéﬁ%ﬁ’béiﬁui—ﬁﬂWﬁw’

A W] &

U-gﬁéﬁﬁbﬁgw T 425N o

z:ﬁ%%ﬂbbﬁw fFi Bt A2

Fofp>® 2 q fRF 2 FH kY 255 0 S4epme o

FitE - FRRY BN AR TR EPFETAL 2HNE REA L& F &
TiEH R AN RFEE A 29T AL 2 PGFE L F I 2
B2 R TR RIR I T R 0% T TR Y AR A AL
‘b ¥ 3 F #SFHBIE LB DM App 2 B FF4 BB P > A RGRINF EH

AP AR - FR G2 S

15



6. %% T

Open Web Application Security Project (OWASP)

[1] OWASP Mobile App Security Checklist v1.2
https://www.owasp.org/index.php/OWASP Mobile Security Testing Guide#tab
=Main

[2] OWASP Mobile Security Testing Guide (MSTG) v1.2
https://www.owasp.org/index.php/OWASP Mobile Security Testing Guide#tab

=Main

[3] OWASP Mobile Application Security Verification Standard (MASVS) v1.2
https://www.owasp.org/index.php/OWASP Mobile Security Testing Guide#tab

=Main
Cloud Security Alliance (CSA)

[4] Mobile Application Security Testing Initiative,
https://www.csaapac.org/mast.html, 2016

[5] Vetting the Security of Mobile ApplicationsApp, NIST Special Publication 800-
163, http://dx.doi.org/10.6028/NIST.SP.800-163, 2015

[6] Cryptographic Algorithm Validation Program (CAVP),
http://csrc.nist.gov/groups/STM/cavp/, NIST

[7] Cryptographic Module Validation Program (CMVP),
http://csrc.nist.gov/groups/STM/cmvp/, NIST

[8] Government Mobile and Wireless Security Baseline, Federal CIO Council,
https://s3.amazonaws.com/sitesusa/wp-
content/uploads/sites/1151/downloads/2013/05/Federal-Mobile-Security-
Baseline.pdf, 2013

16


https://www.owasp.org/index.php/OWASP_Mobile_Security_Testing_Guide#tab=Main
https://www.owasp.org/index.php/OWASP_Mobile_Security_Testing_Guide#tab=Main

o

[9] Smartphone Secure Development Guidelines,
https://www.enisa.europa.eu/publications/smartphone-secure-development-

guidelines-2016, ENISA, 2017
=~ M
[10] # & £ % =% > a0 4 Hav& K, YD/T 2407-2013, 2013
[11] # &= 47 £ 4 % 5% 250 4 B2 > 2, YD/T 2408-2013, 2013
p A

[12] Security Guideline for using Smartphones and Tablets - Advantages for work
style innovation - [Version 1],

https://www.jssec.org/dl/guidelines2012Enew_ v1.0.pdf, JSSEC, 2011
B R AR
[13] ISO/IEC 27001:2013 (Information security management)
[14] ISO/TEC 20000:2011 (Information technology - Service management)

[15] ISO/IEC 19790:2012 (Information technology - Security techniques - Security

requirements for cryptographic modules)

[16] ISO/IEC 15408:2009 (Information technology - Security techniques - Evaluation

criteria for IT security)
[17] ISO/IEC 14598:2001 (Information technology - Software product evaluation)
[18] ISO/IEC TR 9126-4:2004 (Software engineering - Product quality)
BpEE
[19] & « FoRl itz (AR 104 & 12 % 30 p )

[20] B 4 TR EE 26 Fwp] (AR 105%3 7 2 p)
F

17



-~ HFE REF R L RARLFHERL

Hwg LE IR OWASP ¥t 75 F Z W NIST [311] B ENISA [31 2] =~ £ YD/T 2407-2013
[+ 3]
4.1.1.1.7 % & * 42.;% | VI: Architecture, Executive Summary 9. Secure software 552 BF Iri® 230
®mH design and threat distribution AR R
modelling
4.1.12.¢=% & * #237% | VI: Architecture, Executive Summary 9. Secure software 554 R R It X
{37 design and threat distribution rE R
modelling
41.13. 7% & * 251 | N/A Executive Summary 9. Secure software 554 FER R iz X
% >R AW SR distribution >R R
4.12.1.57 g 3 # % | V1: Architecture, 4. Mobile App 1. Identify and protect 554 FEE R it X
-4 design and threat Evaluation - Privacy sensitive data >8R
modelling and Personally

Identifiable
Information

4.1.2.2. 57 g - F A1

V2: Data Storage and
Privacy

4. Mobile App
Evaluation - Privacy
and Personally
Identifiable
Information

1. Identify and protect
sensitive data

554 FEBT B AT
>E R

562 % EEEY < #hh
AR

18




Pk RE AR

OWASP ¥t 75 F

% B NIST [:x 1]

& ENISA [:£2]

=~ & YD/T 2407-2013
3]

412350 1

IF

V2: Data Storage and
Privacy

4. Mobile App
Evaluation - Protect
Sensitive Data

1. Identify and protect
sensitive data on the
mobile device

563 * & Hcpenie B

A

4.12.4 st M F @ | VS5: Network 4. Mobile App 4. Ensure sensitive data | 5.54 g % &% #ic iz =%
g;g] Communication Evaluation - Protect protection in transit >8R
Sensitive Data 562 % R & Hik
g R
4.1.2.5. 57 . F 4L & | V2: Data Storage and | 4. Mobile App 1. Identify and protect 562 2 BHEt 2 didy
3 Privacy Evaluation - Preserve | sensitive data on the ey 2 1P
Privacy mobile device
4.1.2.6.57 g #£ F #2#] | V2: Data Storage and | N/A 1. Identify and protect 5.64 * = Hedp chfiw K
xﬁg Privacy sensitive data on the # .Ju//];
mobile device
413.1.% % FikRie * | V4: Authentication and | N/A 8. Protect paid resources | 5.5.4 g % & * fr it =%
Session Management rE R
4.1.32.% % Fihizg | V4: Authentication and | N/A 8. Protect paid resources | 5.5.4 g % & * fr i =%
Session Management r>E R
4.14.1.i& * Jf‘f ¥ 2> #| V4: Authentication and | 4. Mobile App 3. Handle authentication | 5.6.2 = i* g * = g
A3 Session Management Evaluation - Privacy and authorization factors | 2 4 2> 1

and Personally
Identifiable

securely on the device
correctly

19




Pk RE AR

OWASP ¥t 75 F

% B NIST [:x 1]

% ENISA [3x2]

=~ & YD/T 2407-2013
3]

Information

414258 5F TS 4]

V5: Network
Communication

4. Mobile App
Evaluation — Network
Events

2. User authentication,
authorization and
session management

554 TR Y B
>E R

4.1.5.1.17 # & § 425
BEEL T AL >R

V7: Code Quality and
Build Settings

4. Mobile App
Evaluation:

6. Secure data
integration with third

e Malicious Functionality | party code
Malware Detection 10. Handle runtime code
Communication with interpretation
Known Disreputable
Sites
Libraries Loaded
4152. 78 & * #25% | V7: Code Quality and | 4. Mobile App N/A 554 FER R iz X

Build Settings

Evaluation — Classes
Loaded

S ¥ 3

41538 N R51 % %
ES

V7: Code Quality and
Build Settings

4. Mobile App
Evaluation:
Native Methods
Libraries Loaded

6. Secure data
integration with third
party code

554 FEBT B AT
rE R

ErEEET Y

=%
B

V7: Code Quality and
Build Settings

4. Mobile App
Evaluation — Input
Validation

10. Handle runtime code
interpretation

554 FEBT AR
&R

20




¥ iR

Hr g RE IR OWASP #t & 78 p F B NIST [ 1] B4 ENISA [31 2] =~ £ YD/T 2407-2013
[+ 3]
4.1.55.F 1+ # i & 45 | V8: Resiliency Against | N/A 11. Check device and N/A
Z ik Reverse Engineering application integrity
Requirements
4.2.2.1. Webview % 2 | N/A N/A N/A N/A

[3£ 1] Vetting the Security of Mobile Applications App, NIST Special Publication 800-163,
https://nvlpubs.nist.gov/nistpubs/Special Publications/NIST.SP.800-163r1.pdf, 2019

[3£ 2] Smartphone Secure Development Guidelines, https://www.enisa.europa.eu/publications/smartphone-secure-development-
guidelines-2016, ENISA, 2017

[323] #FES=x > 4 g £, 2018
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